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1 PROJECT MANAGEMENT 

1.1 TECHNIQUES FOR MANAGING A PROJECT  

1.1.1 communication skills necessary for dealing with others 

 Active Listening 

o Involves restating, reflecting and summarising the speaker’s major ideas and feelings 

o Active listeners encourage the speaker and are non-committal 

 Conflict Resolution 

o Solves arguments and disputes to create a ‘win-win’ situation 

 Negotiation Skills 

o Negotiation is a discussion between 2 parties with a goal of reaching agreement on issues 

 Interview Techniques 

o Involve careful preparation, implementation and follow-up 

 Team Building 

o The process of getting a group of people working together 

1.1.2 the consequences for groups that fail to function as a team, including: 

1.1.2.1 financial loss 

 Caused by a decrease in productivity 

o ie. Laziness, lack of teamwork, bludging, lack of discipline, etc. 

1.1.2.2 employment loss 

 Caused by a decrease in job satisfaction 

o ie. Bad conditions, lack of teamwork, work overload, lack of teamwork and respect within the team, 

etc. 

1.1.2.3 missed opportunities 

 Caused by a bad development of a system 

o ie. Incorrect identification of the goal, path and end-point of the project 

1.1.3 project management tools 

1.1.3.1 Gantt charts 

 Time and resources scheduling 

 Presents a sequential breakdown of individual tasks and shows the relationship between them 

 Shows the expected duration of tasks 

 A time scale should be shown, including dates and milestones 

1.1.3.2 scheduling of tasks 

 Can be done in a Gantt chart 

 Keeps track of time for different stages of development 

 Keeps track of deadlines and milestones 

 Helps save money so the project doesn’t go overtime and the company will not have to compensate for 

finishing the project after the final deadline 

1.1.3.3 journals and diaries 

 Detail of day to day progress, plus forthcoming milestones or deadlines 
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 Entries should include a date, a description of the progress made since the last entry and descriptions of 

stumbling blocks or issues and how they were managed 

1.1.3.4 funding management plan 

 Ensures the project is kept within budget 

 Allocates and tracks spending accurately 

 Reallocates funds if unexpected problems occur 

1.1.3.5 communication management plan 

 Specifies how the team will receive important information, documents through formal and informal 

strategies such as reports and emails 

1.1.4 identifying social and ethical issues 

 WHS 

o Ergonomics 

o Safe and low stress working environments 

o Changing nature of work 

 Effect on employment 

o Job losses where technology replaces humans 

o Job gains where humans are required to design, maintain and operate technology 

o Retraining where new technology cannot be operated by current staff 

 Copyright 

o All work completed during the project will belong to the development company, not to the 

individuals who completed the work 

o Workers are sometimes required to sign a confidentiality agreement that states that they will not 

disclose any information in any way about the project 

o Software licensing will need to be considered 

 Privacy of individuals 

o Individuals data needs to be kept private and away from access by third parties where consent is not 

given by the individual 

 Issues of data 

o Data security 

 Data that is stored needs to be safeguarded from unauthorised access and misuse 

o Data accuracy 

 Check data for correctness, validity, and being current (up to date) 

 Avoid data bias 

1.2 UNDERSTANDING THE PROBLEM 

1.2.1 approaches to identify problems with existing systems, including: 

1.2.1.1 interviewing/surveying users of the information system 

 Helps to gain an understanding of the system from the users’ perspective 

1.2.1.2 interviewing/surveying participants 

 Helps to gain an understanding of the system from the participants’ perspective 

1.2.1.3 analysing the existing system by determining: 

1.2.1.3.1 how it works 

 Can be done by observation, interviews, survey 
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1.2.1.3.2 what it does 

 Can be done by observation, interviews, surveys 

1.2.1.3.3 who uses it 

 Can be done by observation, interviews, surveys 

1.2.2 requirements reports 

 Attempts to explain the purpose of the system that is required 

 It outlines the aims and the objectives of the new system and how the system will help the organization 

 Defines the needs of the users and participants 

 Details on data inputs and information processes are also given 

 Context diagrams and Dataflow diagrams can be created to assist the process and understanding of the 

systems requirements 

1.2.3 requirements prototype a working model of an information system, built in order to understand the 

requirements of the system 

1.2.3.1 used when the problem is not easily understood 

 Prototypes gain customer opinion to determine what the solution will require based on feedback 

1.2.3.2 repetitive process of prototype modification and participants’ feedback until the problem is understood 

 As suggestions are made, modifications are made in order to satisfy the customer’s needs 

 This continues until there are no more suggestions, from where the final stage prototype is either 

o Released as the final product 

o Axed and developed further 

1.2.3.3 can be the basis for further system development 

 By this stage, the developer should have a clear idea of what the system needs to achieve 

 The prototype model can either be scrapped or used for further development 

1.3 PLANNING 

1.3.1 a feasibility study of proposed solutions, including: 

1.3.1.1 economic feasibility 

 The cost of the development of the system is compared with the benefits (cost-benefit analysis) 

 Taking into account tangible (known) and intangible (unknown) costs 

1.3.1.2 technical feasibility 

 The requirements and availability of information technology 

 The technical demands that will be placed on the system 

 The technical expertise of the participants and users to effectively use the new technology 

1.3.1.3 operational feasibility 

 Will the users and participants in the organisation cope with the new system? 

 Support from management and existing users and participants needs to be considered 

 Will the system run well with other systems already in use? 

1.3.1.4 scheduling 

 Can the solution be completed on time? 

 Considering other parts of the project such as training, hiring and overtime plans 
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1.3.2 choosing the most appropriate solution 

 A feasibility study has 3 recommended options 

1. No change 

2. Developing a new system 

3. Modify the present system 

1.3.3 choosing the appropriate development approaches 

1.3.3.1 traditional 

 Follows the SDLC 

 Only one stage can occur at a time (the entire stage must be completed by everybody before moving on) 

 

1.3.3.2 outsourcing 

 Using another company to develop parts of the system or even the entire system 

 Advantages 

o Cost effective 

o Outsourced company may be more experienced 

 Disadvantages 

o Lose control of the development (problems may occur if communication is not ideal) 

1.3.3.3 prototyping 

 Extends the use of the requirements prototype to become the final solution 

 Iterative process 

 Users and participants give feedback and suggestions 
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1.3.3.4 customisation 

 The existing system is customised to meet the needs and requirements of the new system 

 This occurs when it is not economically viable to develop a new system 

 Customization of the system will result in a greater need for maintenance 

1.3.3.5 participant development 

 The same people who will use and operate the final system need to be consulted during the development of 

the system 

o Speeds up development 

o The current skills of the users are utilised for the development 

o No need for extensive documentation as the developer is present to aid in the learning process 

1.3.3.6 agile methods 

 Emphasis on a team developing the system without following a predefined structured development process 

 Fast and flexible (changes can be made at any time) 

 

1.3.4 the requirements report that: 

1.3.4.1 details the time frame 

 This includes the agreed date by which the project must be completed, where else the developer must 

make amends for not completing the project on time, should this occur 

1.3.4.2 details the subprojects and the time frame for them 

 Each part of the project must be specified with the time frame in which they should be completed 

 Ensures that the project will be kept on track, and helps break down the problem into manageable parts 

1.3.4.3 identifies participants 

 Participants are those who will carry out the information processes of the system 

 All participants of the system, including those who will run it, maintain it, or contribute to it in any way must 

be noted 

1.3.4.4 identifies relevant information technology 

 All required information technology needed for the development must be specified 
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 This includes all required hardware and software 

 This helps keep track of what is needed and managing the costs of the resources 

1.3.4.5 identifies data/information 

 All data and information that is required and produced by the system needs to be specified 

 This helps the user understand what the system will require to run and what information it will produce 

1.3.4.6 identifies the needs of users 

 The general purpose of the system must be identified 

 The project must be a valid solution to the problem specified by the user 

1.4 DESIGNING 

1.4.1 clarifying with users the benefits of the new information system 

 Users and participants must be kept closely informed during the design stage 

 The features and benefits that the system will offer must be clarified to the users and participants 

1.4.2 designing the information system for ease of maintenance 

 Making sure that the system can be easily upgraded as new requirements and technologies become 

available in the future 

1.4.3 clarifying each of the relevant information processes within the system 

 Using design tools to help understand, explain and document the system and the different processes it will 

undertake to solve the problem 

1.4.4 detailing the role of the participants, the data and the information technology used in the system 

 Participants must know how to operate the system, information technology, data/information required to 

use the system and data/information it will produce 

1.4.5 refining existing prototypes 

 Involves a trial application being allowed to evolve into the final solution 

 Developers consider constant user feedback so that the final interface and functionality are agreed upon by 

both the user and the developer 

 It is important to track changes in the evolving versions of the software 

1.4.6 participant development, when people within the information system develop the solution 

1.4.6.1 participant designed solutions 

 Involves the participants in the development process where they consider and discuss with developers what 

the users will require and implement the needs of the user into the solution 

1.4.6.2 tools for participant development such as guided processes in application packages 

 Many software applications include wizards or assistants that guide the user as they perform common tasks 

 Initiating such a guided process is often the first step when developing a system using the participant 

development approach 

1.4.7 tools used in designing, including: 

1.4.7.1 context diagrams 

 Context diagrams are used to represent an overview of the entire information system 

 The system is shown as a single process along with the inputs and outputs 

 The external entities are connected to the single process by data flow arrows 
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 Each element represented is labelled 

 A context diagram does not show data stores and internal processes 

SYMBOL MEANING 

 

 Circles used to represent processes 

 Processes are actions taking place to transform inputs to outputs 

 
 Curved lines represent data flows between processes, data stores and external entities 

 Data flows should be named to identify the piece of data 

 

 Boxes used to represent external entities 

 These are any item, person or organisation sitting outside the systems that provides data to 
the system or receives data from the system 

1.4.7.2 data flow diagrams 

 Data flow diagrams represent an information system as a number of processes that together form the 

single system 

 Data flow diagrams show a further level of detail not seen in the context diagram 

 Data flow diagrams identify the source of data, its flow between processes and its destination along with 

data generated by the system 

SYMBOL MEANING 

 

 An open-ended rectangle is used to represent a data store 

 Data stores include electronic or non-computer-based stores of data. They should be 
named with a logical name 

1.4.7.3 decision trees 

 A decision tree is a diagrammatic way of representing all possible combinations of decisions and their 

resulting actions 

 Branches are shown to describe the eventual action depending on the condition at the time 

 Each decision path will lead to either another decision that needs to be made or a final action 

 

1.4.7.4 decision tables 

 A decision table is a table that represents all possible conditions and the actions that will result 

 The table is divided into sets of conditions and a resultant corresponding set of actions 
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 A decision table provides another way of representing data shown in a decision tree 

 

1.4.7.5 data dictionaries 

 A data dictionary is a table providing a comprehensive description of each field in the database 

 This includes the field name, data type, data format and field size, as well as a description and an example 

 

1.4.7.6 storyboards 

 A storyboard used to represent systems will show the various interfaces (screens), present in a system as 

well as the links between them 

 The representation of each interface should be detailed enough for the reader to identify the purpose, 

contents and design elements 

 Areas used for input, output and navigation should be clearly identified and labelled 

 Any links shown between interfaces should originate from the navigational element that triggers the link 
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1.5 IMPLEMENTING 

1.5.1 acquiring information technology and making it operational 

1.5.1.1 hardware 

 Will need to be bought and installed and delays need to be anticipated and accounted for (delivery, bugs, 

incompatibility, etc.) 

1.5.1.2 software, customised or developed 

 Will need to be bought and installed and delays need to be anticipated and accounted for (delivery, bugs, 

incompatibility, etc.) 

 Custom software may need to be developed or existing software may need to be modified 

1.5.2 an implementation plan that details: 

1.5.2.1 participant training 

 How and when will it happen? 

 Who will train them? 

1.5.2.2 the method for conversion 

 Deciding how the new system will replace the old system 

1.5.2.2.1 parallel conversion 

 Both systems are run together for a period of time 

 Allows any major problems to be corrected without data loss 

 The old system still runs as a backup and once the new system has been fully tested in a live environment 

and is found to have met the requirements, the old system is dropped 

 Usually involves double the work load when operating as participants need to use both systems for all tasks 

o Additional costs to maintain both systems and confusion in operating both simultaneously 

 Allows users to understand differences in the new system 

 

1.5.2.2.2 direct conversion 

 Completely drop the old system and implement the new system immediately 

 Rigorous testing is required at the time of installation to confirm all components are operating as expected 

 High risk of failure 

o Need to back up the existing system and data in case reverts are to be made 

o Need to anticipate potential faults so it is easier to fix the problem if required 

 Users must be able to use the new system in time 

 Used when it is not feasible to run both systems simultaneously 

 

1.5.2.2.3 phased conversion  

 Gradual introduction of the new system while the old system is progressively discarded 
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 Parts of the new system are gradually introduced 

 Phased conversion can make implementation manageable and simpler, however incompatibility between 

areas of the hybrid system may arise 

 

1.5.2.2.4 pilot conversion 

 The new system is run for a small number of users or a small part of an organisation 

 Users learn, use and evaluate the new system 

 Once the system has been fully tested in a live environment and is found to have met the requirements, it is 

implemented for the rest of the users 

 The trial is usually undertaken by a group of keen users who appreciate the benefits of a new system 

 If the system fails, only one branch is affected 

 Incompatibility issues may arise between the old system and the new system 

 

1.5.2.3 how the system will be tested 

 When will it be tested (what stage in the development process)? 

 Who will test the system? 

 What methods will be used? 

1.5.2.4 conversion of data for the new system 

 How will existing data be converted from the old format to the new format so it is compatible with the new 

system? 

1.5.3 the need for an operation manual detailing procedures participants follow when using the new system 

 The operation manual details procedures participants must follow when using the new system and is 

continually updated 

 It clearly defines the purpose of the new system 

 It identifies and details tasks 

o Why they are required 

o How tasks relate to one another 

o Who performs tasks 

o When a task is to be completed 

o How to complete tasks 

 Technical support staff assists participants with the new system and an operation manual details procedures 

they follow when using the new system 
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1.6 TESTING, EVALUATING AND MAINTAINING 

1.6.1 testing and evaluating the solution with test data such as  

1.6.1.1 volume data 

 Test data is designed to ensure the system performs when processes are subjected to large volumes of data 

 Response times are measured and results can advise the suitable hardware for the system  

1.6.1.2 simulated data 

 Aims to test the systems performance under simulated operational conditions 

1.6.1.3 live data 

 The actual data that is processed by the operational system 

 Live testing takes ensures that it operates correctly under real conditions 

1.6.2 checking to see that the original system requirements have been achieved 

 The requirements were originally specified in the requirements report and requirements prototype 

 Feedback is gained from users and participants 

1.6.3 trialling and using the operation manual 

 The operation manual is trialled to ensure that any modifications required are corrected 

o Participants need to be instructed about and assisted with major functions of the new system by the 

operation manual 

1.6.4 reviewing the effect on users of the information system, participants and people within the environment 

 The information system needs to have a positive impact on the people who will be affected by it 

 Areas to be considered include 

o Ergonomics – the working environment of the system must be user friendly and not harmful 

o Privacy – privacy of individuals and data must be ensured 

o Loss of social contact – spending long hours behind a computer reduces the amount of social 

contact between people 

o Deskilling - participants need to feel as if they are not being deskilled and need to feel valued as a 

new system may replace many of the skills that they posses 

1.6.5 modifying parts of the system where problems are identified 

 Regular maintenance and improvements 

o Ensures the system still meets requirements and increases functionality 

 Maintaining hardware and software 

o Fixing faults 

o Upgrading when necessary 

 Perform backups 

 Protect against viruses 

 For every single modification, the SDLC starts again 

 All documentation is updated after any changes so it continues to reflect the current operational system 
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2 COMMUNICATION SYSTEMS 

2.1 CHARACTERISTICS OF COMMUNICATION SYSTEMS  

2.1.1 communication systems as being those systems which enable users to send and receive data and information 

 Communications systems enable users to electronically share and exchange data and information between 

systems and people 

2.1.2 the framework in which communication systems function, demonstrated by the following model 

 

 For successful communications between sender and receiver, all components must agree on a set of rules, 

protocols, before transmission can occur 

 This establishment and agreement is a process called handshaking 

 As sending and receiving occurs, protocols encode and decode the message 

 There are 3 classifications of Protocols, as seen in the framework diagram above 

o Application Level 

o Communication Control and Addressing Level 

o Transmission Level 

2.1.3 the functions performed within the communication systems in passing messages between source and 

destination, including: 

2.1.3.1 message creation 

 The message is compiled at the source in preparation for sending 

 This is done using a software application and involves the collection of message data from one of the 

system’s users or participants 

2.1.3.2 organisation of packets at the interface between source and transmitter 

 As the messages descend the layers of protocols, the data packets are wrapped with a header and trailer of 

the appropriate protocol, meaning that there will be multiple headers and trailers on each packet 

 At the control level the protocols are managed by the operating system and they ensure the packets reach 

their destination correctly, including error checks, flow control and source and destination address 

 The process is reversed at the receiving end 

2.1.3.3 signal generation by the transmitter 

 The transmitter is the physical hardware that encodes the data onto the medium creating the signal 

 The signal to transmit the data is generated by the transmitter 

2.1.3.4 transmission 

 Transmission occurs as the signal travels through the medium 

 Each bit or pattern bits move from the sender to the receiver as a particular waveform 
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 Data is split into packets, which are not sent continuously 

2.1.3.5 synchronising the exchange 

 Both the transmitter and receiver use a common clock so that transmission can be perfectly synchronised 

 While the transmitter is encoding the signal, the receiver is decoding the signal at the same time 

2.1.3.6 addressing and routing 

 Data packets pass through many different and varied links during transmission 

 Each packet will ascend each protocol level until it reaches the addressing and routing of protocol and then 

descend the level as it is prepared for transmission down the next path 

2.1.3.7 error detection and correction 

 As messages descend the levels prior to transmission, many protocols calculate error checking data and 

include them within their header or trailer 

 Error check calculation is performed and if an error is detected and the packet is then resent or the error is 

corrected 

2.1.3.8 security and management 

 Many protocols restrict messages based on user names and passwords and others encrypt messages during 

transmission 

 E.g. To retrieve email messages from a POP mail server the user must first be authenticated 

2.1.4 the roles of protocols in communication 

2.1.4.1 handshaking and its importance in a communications link 

 For successful communications between sender and receiver, all components must agree on a set of rules 

(protocols) before transmission can occur 

 This is known as handshaking 

 Handshaking is used to establish a communication channel for senders and receivers through a series of 

messages or signals 

2.1.4.2 functions performed by protocols at different levels 

Application level 

 Creating the data to be transmitted and organising it into a suitable form for transmission 

Communication control and addressing level 

 Establishes and maintains communication from source to destination 

Transmission level 

 Defines how the transmission media is shared 

 Performs the actual physical transfer of data 

2.1.5 the client–server model 

 A structure that partitions tasks or workloads between service providers, called servers, and service 

requesters, called clients 

2.1.5.1 the role of the client and the server 

 Network clients make requests to a server by sending messages 

 Servers respond to their messages by acting on each request and returning results 

o The server controls access to network hardware and software and provides a centralised storage 

area for programs, data and information 

o Common files and programs can be stored in one area rather than on every individual machine 
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2.1.5.2 thin clients and fat clients 

Fat clients 

 Operate with a limited dependence on the server 

 Capable of functioning if the server fails (without networking or internet access) 

Thin clients 

 Save and retrieve everything to and from the server 

o Workstations are made of a keyboard, mouse and screen only 

o All processing and storage is done over the network 

 Saves money and is easier to manage 

 Incapable of functioning if the server fails as they are more dependent on it 

2.1.5.3 examples of clients such as web browsers and mail clients 

Web browsers 

 Interpret and display HTML code on webpages to the user 

 E.g. Google Chrome, Internet Explorer, Mozilla Firefox 

Mail clients 

 Connect to the custom email domain to perform regular emailing tasks such as sending and receiving emails 

 Can be used offline as emails are saved 

 E.g. Microsoft Office Outlook 

2.1.5.4 examples of servers such as print servers, mail servers and web servers 

Print servers 

 Control printers and waiting data, clients are the application requiring data to be printed 

 Having a print server makes it easier to manage printing tasks 

 A typical client is a computer 

Mail servers 

 Provides email facilities, stores messages 

 A typical client is an email application 

Web servers 

 Provides connection to Internet 

 A typical client is a web browser 

2.2 EXAMPLES OF COMMUNICATION SYSTEMS 

2.2.1 teleconferencing systems 

Audio Conferencing 

 A single telephone call involving 3 or more people at different locations 

 Audio data is transmitted and received using the existing telephone lines 

Video Conferencing 

 A meeting that allows people in different locations to see video images of each other on a screen, as well as 

hear speech 

 This may require special communication arrangements because of the high bandwidth required to transmit 

video and hardware requirements 
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2.2.2 messaging systems 

2.2.2.1 email 

 The electronic transmission of text, graphics, audio, video and hypertext over the internet 

 Users can quickly send mail to a single recipient or broadcast it to multiple users 

2.2.2.2 voice mail 

 Computerised telephone answering system that digitises incoming voice messages and stores them on a disk 

 It allows communication with other people by storing and forwarding spoken messages 

2.2.2.3 Voice over Internet Protocol (VOIP) 

 Transfers voice calls over the public Internet, using any Internet connection combined with a microphone, 

speakers and one of many instant messaging applications or by using a Naked DSL service in which VOIP 

replaces a phone line but uses a regular handset 

 Calls are significantly cheaper as the public Internet carries the data for free regardless of distance 

2.2.3 other systems dependent on communication technology such as: 

2.2.3.1 e-commerce 

 Doing business online 

 Includes purchasing products via online services and the Internet as well as electronic data interchange (EDI), 

a function that does not require the internet 

2.2.3.2 EFTPOS 

 A way of paying for goods and services by transferring funds directly from your bank account 

 Communication with banks is required for such function 

2.2.3.3 electronic banking 

 Allows customers to view an online interface that in which they can view account balances, transaction 

histories, transfer money between accounts and make payments 

 Only has the requirement of an internet connection and account access from the bank and it can be utilised 

by anybody, anywhere 

2.3 TRANSMITTING AND RECEIVING IN COMMUNICATION SYSTEMS 

2.3.1 transmission media, including: 

2.3.1.1 wired transmission 

2.3.1.1.1 twisted pair 

 Strands of insulated copper wires twisted around each other 

o The twisting of the wires minimises interference but does not completely protect against it 

 UTP – Unshielded Twisted Pair 

 STP – Shielded Twisted Pair (metal sheeting) 

o Lowers interference 

 High speeds (up to gigabits/sec) 

 Limited to lengths of about 100m 

 Used in LANs, telephone connections, ADSL connections 

2.3.1.1.2 coaxial cable 

 Insulated copper wire in a protected coating of mesh 

 Coaxial can carry one signal at a time 
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 Broadband Coaxial can carry multiple signals at once 

 Used in broadband connections and television cables 

 They are heavily insulated to provide greater protection from interference but are less flexible as a result 

2.3.1.1.3 optic fibre 

 Many optic fibres are used with several protective layers 

 Data is sent as pulses of light 

 Repeaters are installed every 100km or so to amplify the signal 

 Data is transferred at very high speeds 

o Used in major communication links between continents and under seas, ircrafts 

o High security networks 

ADVANTAGES DISADVANTAGES 

 Faster  

 More reliable 

 Not susceptible to loss of signal strength over distance 

 Not affected by interference 

 Greater security  

 Low error rate 

 Long distance 

 Expensive to make and repair 

 Not Flexible 

 Requires a repeater for long 
distances 

2.3.1.2 wireless transmission 

2.3.1.2.1 microwave 

 Radio waves that provide high speed signal transmission 

 Microwave transmission sends signals from one earth-based station to another 

 Limited to line of sight transmission, and used in environments where installing physical transmission media 

is difficult or impossible 

 E.g. 

o Between buildings in a close geographic area 

 Universities 

 Hospitals 

 Cable TV providers 

 City Governments 

2.3.1.2.2 satellite 

 Uses microwaves to carry digital signals to and from ground based stations and global satellites 

 Data can travel long distances with high speeds of data transmission 

 Very costly due to construction and launch 

 The modern satellite captures the signal, amplifies it using a transponder, and relays it back to Earth or on to 

another satellite 

 Each channel is managed by a transponder, which can support thousands of speech channels and about four 

television channels simultaneously 

 Satellites have become part of our way of life for live television, international telephone and data links 

 Used in extremely remote areas where cabling is close to impossible 

2.3.1.2.3 radio 

 Low frequency signals transmitted using radio waves to one or many receivers at once 

 It can use wide area or line-of-straight transmission 

 The receiver can be portable and so there is no need for wires 

 Radio broadcast is expensive to set up and it is also easily interfered with and invaded 
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 Bandwidth is limited so less data is able to be transmitted 

 Highly susceptible to interference 

2.3.1.2.4 infrared 

 Waves occur above microwaves and below visible light 

o Signals travel in straight lines 

 Line of sight is required source and destination 

o It can only be used for short distances 

 Common applications include remote controls and transferring data between a variety of portable devices 

and computers.  

 The IrDA (Infrared Data Association) standards provide simple and relatively inexpensive means for 

transferring data between two devices 

2.3.2 characteristics of media in terms of speed, capacity, cost and security 

 Speed refers to how fast data is sent 

o Bits per second (bps) is the number of bits transferred each second. It is the speed of binary data 

transmission 

o Baud rate is the number of signals transferred each second 

o Bandwidth refers to telecommunication in which a wide band of frequencies is able to transmit 

information  

 Capacity refers to the maximum rate at which data can be transmitted over a given communication path and 

also how much can be stored 

 Cost looks at the amount of money required to set up and maintain 

o E.g. optic fibres are expensive to set up and maintain 

 Security refers to protection against interference and interception 

o E.g. optic fibres are immune to interference from electrical signals 

2.3.3 communication protocols, including: 

2.3.3.1 application level protocols 

2.3.3.1.1 http 

 HyperText Transfer Protocol 

 Set of rules for exchanging files (text, graphic images, sound, video, and other multimedia files) on the 

WWW 

 Allows the browser to receive whole documents or send data from the browser to the web server 

 Determines how a document is to be transmitted and what action the browser should take. 

 HTML Determines how web pages are formatted and displayed through the browser 

2.3.3.1.2 smtp 

 Simple Mail Transfer Protocol 

 A protocol used in sending and receiving e-mail 

 limited in its ability to queue messages at the receiving end usually used with one of two other protocols, 

POP3 or IMAP, that let the user save messages in a server mailbox and download them periodically from the 

server 

2.3.3.1.3 SSL 

 Secure Sockets Layer 

 Uses 2 keys to encrypt data so that private documents can be transmitted over the internet. 

 Security protocol to enable web sites to pass sensitive information securely in an encrypted format 

o E.g. Credit card info and personal details 
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 Recognisable as https:// and when the lock symbol appears in the browser window 

2.3.3.2 communication control and addressing level protocols 

2.3.3.2.1 TCP 

 Transmission Control Protocol 

 Basic communication language or protocol of the Internet 

 Responsible for transmitting data across the Internet  

 Can also be used as a communications protocol in a private network 

 Uses checksum to check for errors 

2.3.3.2.2 IP 

 Internet Protocol 

 Moves data packets from sender to receiver 

 Operates with all types of networks and hardware 

 No error checking is performed on data 

 Has the ability to find and reroute messages over the most efficient path to its destination 

 By itself it is like the postal system allows you to address a package and drop it into the system. But there is 

no link between you and the recipient 

2.3.3.3 transmission level protocols 

2.3.3.3.1 Ethernet 

 Uses CSMA/CD to deal with collisions when messages are sent at the same time 

o CSMA/CD Carrier Sense Multiple Access with Collision Detection 

o Synchronises the clocks 

o Decides speed of transmission 

2.3.3.3.2 Token ring 

 Receives and transmits data packets to the next node on the ring network, only when it has received the 

‘token’ 

 

2.3.4 strategies for error detection and error correction 

 Causes of errors 

o Electrical, magnetic, thermal and radio frequency interference 

o Signal degradation or cable damage 

 Error detection 

o Parity Check 

 Uses the eighth bit in a byte (the parity) to maintain an even or odd count of 1’s 

 Cannot detect an even number of errors. 

o Checksum 

 A sum sent as the last byte in a block of data for comparison 

 Cannot detect position of error 



Juzan Sholapurwala IPT HSC Notes HSC 2014 

19 
 

o CRC (Cyclic Redundancy Check) 

 A number derived from a block of data 

 By recalculating the CRC and comparing it to the originally transmitted value, the receiver 

can detect some errors 

 Error correction 

o Retransmission 

 Receiving computer requests part of the message be sent again 

 May involve resending only the corrupted blocks OR the whole message 

 Most common error correction method 

 Size of data blocks is important 

 The smaller the blocks of data the less time wasted in retransmission 

o Symbol substitution 

 Receiving computer replaces faulty characters with a special symbol 

 E.g. “*” 

 Works well with text transmitted with parity bit check 

 Faulty characters can be easily identified by a spell checker 

 E.g. If the message received was “* narrowly  escaped”  

 The user could guess that the symbol “*” is “I” 

o Error correction code 

 Adds an extra byte of data to every 8 bytes so that the receiving computer can correct faults 

without asking for retransmission to occur 

 Allows repair of all errors involving a single bit in the 8 byte block 

 Used mostly in satellite transmission when retransmission is a slow and expensive process 

 2 and 3 bit data errors can be detected also but not repaired 

 More correction bits would need to be added to each message block for this 

 File sizes increase 

 Transmission is slowed and efficiency is reduced 

2.3.5 network topologies, including: 

2.3.5.1 star 

 Data when transferred goes through a central hub or switch via a node’s own dedicated cable.  

 Implemented in LANs  

 Each node can be connected and disconnected without affecting others. 

 Uses CSMA/CD 

 

ADVANTAGES DISADVANTAGES 

 A node can be added or disconnected without affecting other 
nodes. 

 Identifying and fixing faults is made simpler  

 Centralised control and security 

 More cabling required 

 If the switch is faulty all nodes are 
affected 

Switch/Hub

Node

Node

NodeNode

Node
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2.3.5.2 bus 

 Each node checks and receives data until the correct receiver is found as data can only be transmitted by 

one node at a time  

 Nodes are connected to a single backbone (optic cable with terminators on either end)  

 Unable to connect a large number of nodes  

 Used for high speed and long distance connections within commercial and government WANs 

 Not used for busy networks with many nodes 

 

ADVANTAGES DISADVANTAGES 

 Requires little cabling 

 Uses CSMA/CD 

 Cheap to setup 

 If one node is down then the network can 
still function 

 Cannot accommodate many nodes 

 A fault in the bus affects all nodes 

 As the network becomes busier, data collisions become 
more common 

2.3.5.3 ring 

 Data is transferred around the network through all each node until reaching the required one 

 Data travels in one direction only 

 If the cable is disconnected at any time the network is disabled 

 

ADVANTAGES DISADVANTAGES 

 No data collision 

 No limit to size 

 Single cable used only 

 Simple setup 

 Uses token ring protocol 

 A fault in the cable disables the whole network 

 One node failing disables the system 

 Must wait for token before transmitting slow 

2.3.5.4 hybrid 

 A combination of connected bus, star and ring topologies  

 Commonly a bus backbone with multiple star topologies branching off  

 Primarily the topology of most organisation networks as they allow for expansion 

Node

Node

NodeNode

Node
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ADVANTAGES DISADVANTAGES 

 Allows for expansion of the network 

 Can link different departments together to share resources 

 Can be extremely complicated 

2.3.5.5 wireless networks 

 Each node has a wireless card/adaptor, which contacts the wired backbone of the network via routers 

 

 Sometimes uses the Mesh topology 

o Connects all devices to each other.  

o The mesh topology is used in WANs that interconnect LANs 

o FAST transmission 

o When every device is connected to every other device, a failure of any cable does not affect the 

network 

o More cabling  more expensive 

ADVANTAGES DISADVANTAGES 

 Data packets can be routed around faults 

 User has extensive mobility 

 Security and reliability are concerns 

2.3.6 the functions performed by the following hardware components used in communication systems 

2.3.6.1 hubs and switches 

 Hub 

o Amplifies and retransmits data packets to all attached nodes 

o Can also be used as a central node for a star network 

 Switch 

o Intelligent hub 

o Connects LANs together to allow signals to be transmitted directly to the intended receiver 

2.3.6.2 routers 

 Directs messages over most efficient path, using IP address of destination. 
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2.3.6.3 modems 

 Modulate-Demodulate 

 Modulates (changes) the signal to an appropriate form for transmission 

 Converts (modulates) digital signals from computers into analogue signals for telephone lines (demodulates) 

 Converts (modulates) analogue signals to digital signals for the computer (demodulates) 

 ADSL modems change signal to appropriate forms for high capacity, long distance transmission on a 

conventional telephone line 

 Cable modems use coaxial cable (data transfer rate is higher) 

 Modems can also be bought with routers attached, or can be connected to a router through an Ethernet 

connection 

2.3.6.4 bridges and gateways 

 Bridge 

o Provides connection between networks (or parts of a hybrid network) with the same protocol 

o Token ring or Ethernet 

 Gateway 

o Provides connection between networks with different protocols 

2.3.6.5 Network Interface Cards (NIC) 

 Installed in a computer so that it can be connected to a network, converts data into a form suitable for 

transmission across the network 

 Also installed in servers and printers on a network 

 Each NIC has a unique code to identify where the node is installed (MAC Address) 

 Provides a way of connecting to Ethernet (via an RJ-45 connector) and wireless network (via an antenna) 

2.3.6.6 mobile phones 

 Digital mobile phones use a range of frequencies that allow the transmission of voice and data 

 The mobile network is broken into cells that operate in different frequencies to avoid interference 

 In Australia 3G and 4G networks can transmit voice, video and data at up to 3Mbps 

2.3.6.7 cables 

 Used to transmit and/or receive data 

 Most cables send data as electrical impulses, except fibre optic cables which send them as light 

 Use copper as a medium to send signals, except fibre optic cables which use thin glass fibres 

2.3.6.8 wireless access points 

 Central nodes on wireless LANs 

 Broadcast to all wireless nodes within the coverage area 

 Security issues mean encryption should be used 

2.3.6.9 Bluetooth devices 

 A communication system for short range transmission 

o Devices include 

o Mobile phones 

o PDAs 

o Mp3 Players 

o Laptops 

o Gaming consoles 

 There is a master device (sender) and a slave/client device (receiver) 

 Sometimes utilised by mobile applications using the same methods (sending and receiving files) but for 

different purposes such as 
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o Multiplayer gaming on handheld devices 

o Bluetooth chat 

2.3.7 characteristics of network operating software 

 A Network Operating System (NOS) 

o Supports multiple users 

o Allows for sharing of devices, software and files 

o Secures workstations on the network (file access and download) 

o Authenticates users and their passwords 

 Most common network operating systems: 

o Microsoft Windows 

 Functions much like a regular version of windows but with added networking capability and 

options 

 E.g. Windows Server 2008, 2003, 2000 

o Novell NetWare 

 Novell NetWare was the first OS to meet network OS requirements in the 1980s 

o Linux 

 Comes in many different versions and is highly stable due to the freedom of source code 

 E.g. Red Hat, Caldera, SUSE, Debian, Fedora, Ubuntu, and Slackware 

o UNIX 

 Various corporations offer proprietary (custom or unique) operating systems based on UNIX 

2.3.8 similarities and differences between the Internet, intranets and extranets 

INTERNET INTRANET EXTRANET 

o The Internet is a 
worldwide network of 
computer networks that 
use the TCP/IP network 
protocols to facilitate data 
transmission and 
exchange 

o The Internet carries a vast 
array of information 
resources and services 
and the infrastructure to 
support electronic mail 

o Intranet is a private network 
maintained by a company or 
government organization and is 
based on the Internet Protocol (IP) 
to securely share any part of an 
organization's information or 
Network Operating Systems within 
that organization 

o Extranets are an 
extension of an 
intranet to allow 
access to customers 
and other users 
outside the 
organisation 

 

 Purpose 

o All three Share information 

 Ownership 

o Internet Not owned by one particular body 

o Intranet Privately owned 

o Extranet Like intranet, but may be hosted externally 

 Network 

o Internet A world-wide network of computers, servers and LANs 

o Intranet and Extranet Can be created by designating one computer to act as a server to client 

computers on a LAN 

 Accessibility 

o Internet Can be accessed by public via an ISP 

o Intranet Can only be accessed by specific users 

o Extranet Like intranet, but external access also available to specified bodies 



Juzan Sholapurwala IPT HSC Notes HSC 2014 

24 
 

 Protection 

o Internet Very little protection from viruses 

o Intranet and Extranet Can be protected from intruders and viruses by security software 

2.4 OTHER INFORMATION PROCESSES IN COMMUNICATION SYSTEMS 

2.4.1 collecting, such as 

2.4.1.1 the phone as the collection device with voice mail 

 The phone collects the voice data through a microphone which is used as the message data 

2.4.1.2 EFTPOS terminal as a collection device for electronic banking 

 The EFTPOS terminal collects the account data necessary for ATM account functions such as withdrawing 

money and viewing the account balance through use of the 

o Keypad (for the PIN) 

o Card slot (for the card and account details) 

2.4.2 processing, including: 

2.4.2.1 encoding and decoding analog and digital signals 

ANALOG DATA TO 
ANALOG SIGNAL 

DIGITAL DATA TO 
ANALOG SIGNAL 

DIGITAL DATA TO 
DIGITAL SIGNAL 

ANALOG DATA TO DIGITAL 
SIGNAL 

Landline Telephone 
conversations 

Modulation Process of a 
modem 

Computer to a Printer Demodulation of a modem 

 

2.4.2.2 formation of data packets 

 Each packet has 3 components 

o Header 

 Length of packet 

 Packet number (e.g. 2 of 10) 

 Protocol 

 Destination IP Address 

 Originating IP Address 

o Payload 

 Data to be sent 

o Trailer 

 Data to show end of packet 

 Error Correction 

 E.g. 
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2.4.2.3 routing 

 Process of selecting paths in a network along which to send network traffic 

 Finds and uses the best possible route to maximise speed of transmission  

 Serial 

o Data is transmitted on a single channel one bit at a time one after another 

o Much faster than parallel because of way bits processed (e.g. USB and SATA drives) 

 

 Parallel 

o Each bit has its own piece of wire along which it travels 

o Often used to send data to a printer 

o All bits are sent simultaneously along separate channels 

 

2.4.2.4 encryption and decryption 

 Used to secure data transfer and make data safe from interference or interception 

 Encryption 

o Transforming information using 

 An algorithm, a cipher to make it unreadable to anyone except those possessing special 

knowledge 

 A key, the result of the process is encrypted information, which cannot be read without the 

unique key for that algorithm 

 Decryption 

o Process of using the key to make the encrypted information readable again 
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2.4.2.5 error checking 

2.4.2.5.1 parity bit check 

 Unreliable 

 Parity can be either odd or even 

 Sender and receiver agree on a parity method before transmission 

 Computer checks to see if there is an even/odd number of bits and a 1 or 0 is added to create the correct 

parity 

 E.g. 

 

 However, if an even number of swaps/errors occur then the error will not be detected 

o E.g. 

 

2.4.2.5.2 check sum 

 Divides a message up into blocks or ‘packets’ of bytes and tests the accuracy of each block, rather than every 

individual byte 

 Speeds up data flow 

 More reliable then the parity bit check 

 Adds together the values of all the bytes transmitted in a message block and sends the total as the last data 

byte of the block 

 E.g. 

 

2.4.2.5.3 cyclic redundancy check (CRC) 

 Treats the entire block of data as a single binary number and divides by 

o 69,665 for 16-bit CRC  

o 39,882 for 32-bit CRC 

 The remainder becomes the CRC Value 

 Both sender and receiver must agree on the CRC Value to determine if the transmission is error-free 

 16-bit used with messages 4Kb and smaller 

 32-bit used for messages up to 64Kb (more accurate this way) 

o CRC-16 detects 99.998% of errors 

o CRC-32 detects 99.99999977% of errors 
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2.4.3 displaying, such as 

2.4.3.1 the phone as the display device with voice mail 

 The phone displays the received audio though the speaker 

2.4.3.2 EFTPOS terminal as a display device for electronic banking 

 The EFTPOS terminal displays the requested account details on the screen or prints it in a physical form 

(receipt) 

o Account balance 

o Transaction details 

2.5 MANAGING COMMUNICATION SYSTEMS 

2.5.1 network administration tasks, such as: 

2.5.1.1 adding/removing users 

 Setting up new user accounts and services and removing old users 

 Allows new users to access the system 

 Reduces clutter by removing older users 

2.5.1.2 assigning users to printers 

 Connects the printer with the user 

 Allows users to print documents 

 Manages security for printers 

o E.g. protection against intercepting of sent documents 

2.5.1.3 giving users file access rights 

 Limiting confidential or sensitive files from certain users if needed 

 Allowing users to access or modify network drives and storage areas 

 Users are grouped according to access rights 

 Passwords may be used 

2.5.1.4 installation of software and sharing with users 

 Installation of software across the network and allowing users to use the software 

 Network operated software is able to automate installation of software for multiple users 

 Saves time as administrator does not need to install software on every computer individually 

2.5.1.5 client installation and protocol assignment 

 Ensures the system has a compatible network interface card 

 Ensures operating system is compatible with network operated software 

 Connects network with the network interface card 

2.5.1.6 logon and logoff procedures 

 Admin needs to assign profiles e.g. install software, make user accounts 

 Specify domain or server to determine location of server to authenticate user name and password 

2.5.1.7 network-based applications 

 On large networks where numerous software applications are being used by a wide variety of users 

 Applications are stored on the network to minimise storage usage on individual machines 



Juzan Sholapurwala IPT HSC Notes HSC 2014 

28 
 

2.6 ISSUES RELATED TO COMMUNICATION SYSTEMS 

2.6.1 security 

 Protecting data and intellectual property from abuse 

 Back-up and lock-up 

 Could be costly and involves having to implement and maintain the security procedures 

 Security threats require securing of the system for protection 

2.6.2 globalisation 

 Companies can benefit by trading with partners around the world 

o Overseas may have cheaper buying prices or higher demand for products 

 Smaller agents and communities may feel disempowered by this 

o Smaller companies have a lower demand and may shut down 

2.6.3 changing nature of work 

 Trading and communication over the Internet makes it easier to start businesses from work/home 

o This creates isolation may be a problem 

 New skills required 

o New jobs are created (good) 

o People may lose their jobs as their skills are no longer required due to the changing nature of work 

(bad) 

2.6.4 interpersonal relationships 

 It is easier to communicate locally and internationally, but email rather than a phone call can cause some 

problems 

 Relationships can be affected by access to data/information e.g. private emails and data files 

2.6.5 e-crime 

 Individuals are vulnerable to scams and frauds 

o Anonymity of Internet hides their identities fundamental idea of PayPal 

 Identity fraud, spam and phishing are concerns 

2.6.6 legal 

 Copyright and ownership of material 

 People may not understand their legal obligations 

 People’s rights to their own information are upheld 

2.6.7 virtual communities 

 Groups of people with common interests can meet together online 

 Online dating or media-sharing activities may have negative consequences 

2.6.8 current and emerging trends in communications 

2.6.8.1 blogs 

 Short for web log 

 Basically a journal made public by placing it on the web 

2.6.8.2 wikis 

 A website where users are able to freely add new content and edit existing content 

 The information should never be accepted as it is, and should be cross-referenced 

 Content is monitored in some cases 
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2.6.8.3 RSS feeds 

 Really Simple Syndication 

 Syndication when something is published in many different places 

 RSS feeds implement this syndication process over the Internet 

 Other people can then choose to take up the author’s offer of syndication and subscribe to the feed 

2.6.8.4 podcasts 

 Like an audio RSS feed that is automatically downloaded to your computer and copied to your MP3 player 

 Commercial media and other organisations are also embracing podcasting as an alternative to more 

traditional information delivery systems 

2.6.8.5 Online radio, TV and video on demand 

 Online radio and TV programs are streamed over the Internet and displayed in real time using a streaming 

media player 

o Some stations provide a live digital feed, however it is the ability to watch past programs that 

distinguishes online delivery from traditional broadcast 

 Video on demand is used to distribute video content directly to users over a communication link, like an 

online DVD store 

o However, transmission speed and compression technology are insufficient for high-speed and high-

quality movie downloads 

2.6.8.6 3G technologies for mobile communications 

 3rd Generation Mobile communication networks 

 Provides higher data transfer rates than older mobile networks such as GSM 

 Access to much richer content is possible 

 Supports video calls, web browsing and virtually all other Internet applications 

 Can also connect computers to the Internet by using a portable hotspot on a phone or a USB modem 

 4G LTE is also available, and is essentially the same but much faster, which increases the capabilities of 3G 

 Both 3G and 4G LTE take up more battery for mobile devices 

3 MULTIMEDIA SYSTEMS 

3.1 CHARACTERISTICS OF MULTIMEDIA SYSTEMS  

3.1.1 multimedia systems information systems that include combinations of the following media, including:  

3.1.1.1 text and numbers 

 Text, hypertext and numbers are the building blocks of any multimedia system 

 Text and numbers are the word-processed words that aid and begin communication in any information 

system 

 Hypertext is the associations of these words into hot links that enable connections to other sections of text 

or other characteristics within a multimedia system 

o This begins a process of making the information system into a multimedia system through the 

linkages created and the content on the other side of the link 

 The information contained is in static form to enable the reader to develop a written understanding rather 

than audio or visual communication 

 Information technology that is required for text, hypertext and numbers consists of word processors that 

are capable of completing the links and are effective text converters, as some data may need to be changed 

from ASCII code in order to be used within the multimedia system 
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3.1.1.2 audio 

 This is the sound that has been captured and converted from a sound wave (analog form) into a digital form 

 Consideration needs to be given as to the use of audio, as audio files are usually very large and will need to 

be compressed 

 Information technology required for audio is varied, but audio can be captured mainly through a microphone 

and recorded onto the hard drive of your PC 

o Once there, the audio is modified (encoded, compressed, etc.) and added into the multimedia 

system 

3.1.1.3 images and/or animations 

 Images are either vector or bit-mapped images 

o Vector graphics use reference points that draw lines between two points 

 This allows for a much lower file size, as the frame buffer has to hold the information for 

only 2 sets of coordinates 

o Bit-mapped graphics take up more space in memory however; a more detailed shape can be drawn 

in this form of graphic 

 File compression will be needed in order to store the images in bit-mapped graphics 

 These images, which could include a photo, are said to be “static” or motionless 

 Animations are images that appear to move 

o There are two types of animation 

 Cell-based animation where each cell is reproduced and variations are made to the next 

cell 

 This continues until there is a series of cells 

 Each cell is slightly different from the previous cell 

 Path-based animation where the first (original) cell or frame is drawn and the last cell or 

frame is drawn 

 The software then fills in the gaps between these two frames (tweening), giving the 

appearance of movement 

3.1.1.4 video 

 Using video in multimedia systems enables moving images in real-time to be displayed while simultaneously 

playing audio that is synchronised to the video 

 Video is used to add extra meaning to the other characteristics of a multimedia system 

3.1.1.5 hyperlinks 

 Hyperlinks and buttons are frequently employed to activate video within a presentation or navigate to 

another page or site 

3.1.2 the differences between print and multimedia, including: 

3.1.2.1 different modes of display 

 Printed information is displayed through a non-electronic medium 

o Ie. Paper 

 Multimedia information is displayed through an electronic medium 

o Ie. A screen or speakers 

o This allows the system to convey many different types of media (eg. Audio cannot be heard through 

a printed form) 

3.1.2.2 interactivity and involvement of participants in multimedia systems 

 Allows the user to choose the sequence and content of information 

 Hypertext and hypermedia are used to navigate through a multimedia product 
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o Print media is limited to a linear structure 

o Multimedia is not, through use of hyperlinks 

 Interactive multimedia accepts input from a mouse, touch screen or keyboard and performs some action 

based on the input 

3.1.2.3 ease of distribution 

 Multimedia can be distributed electronically with almost no effort 

o Email 

o Internet hosting 

o P2P and file transfers 

 Print needs to be distributed physically which is time and energy consuming 

 Version control is much easier in multimedia 

o Distributing a new version of the multimedia presentation is much easier with multimedia 

3.1.2.4 authority of document 

 Books and other print media have a renowned author who brings authority and credibility to publications 

 Multimedia work will often have multiple contributors 

o No single author will have the same level of authority or possess the power or right to give orders 

3.1.3 the demands placed on hardware by multimedia systems, including: 

3.1.3.1 primary and secondary storage requirements as a result of: 

3.1.3.1.1 bit depth and the representation of colour data 

 Increased bit depth will improve colour and image quality at the expense of increased storage requirements 

3.1.3.1.2 sampling rates for audio data 

 Increased sampling rates will improve audio quality at the expense of increased storage requirements 

3.1.3.2 processing as a result of: 

3.1.3.2.1 video data and frame rates 

 Higher frame rates will improve video quality at the expense of increased processing power requirements 

3.1.3.2.2 image processing, including morphing and distorting 

 Image processing can adjust images to suit a certain need but will require significant processing power to do 

so 

3.1.3.2.3 animation processing, including tweening 

 Animation processing can create animated video but will require significant processing power to do so 

 Tweening will require even more power, as it is a more advanced method that will place more stress on 

processing 

3.1.4 display devices as a result of: 

3.1.4.1 pixels and resolution 

 Display devices with a sufficient pixel resolution are required to view images and video correctly and in high 

quality 

3.1.5 the variety of fields of expertise required in the development of multimedia applications, including: 

3.1.5.1 content providers 

 Provide ready to use content 

 Act on behalf of copyright holders and negotiate fees so the content can be legally used 
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 E.g. Shutterstock delivers stock images that can be used in production for a price 

3.1.5.2 system designers and project managers 

 System designers  

o Work through stages of SDLC 

o Identify purpose of the system and make decisions on most suitable and feasible solution and design 

the overall solution 

 Project Managers 

o Develop project plan and ensure it is followed during development 

o Responsible to schedule and monitor each of the development personnel and tasks they complete 

o Must communicate and negotiate with other members of the team 

3.1.5.3 those skilled in the collection and editing of each of the media types 

 Writers 

o Produce textual content and create storylines which videos, animations will be based 

 Video production personnel 

o Can be produced using simple digital video camera or can involve large crew of specialists 

o Director, camera operator, sound engineer, actors and editors required 

 Audio production personnel 

o Record and edit audio 

o Includes music, voice and special effects 

o Created or altered using computer in multimedia systems 

o Require creative and artistic skills along with technical skills 

 Illustrators and animators 

o Artists who draw figures and scenes 

o Must be proficient computer users and drawings are mainly created with computers 

3.1.5.4 those skilled in design and layout 

 Improve the readability of multimedia by enhancing visual appeal of presentation 

 Organise the layout of the screen, adjust colour, typography and size, and develop consistent look and feel 

for the presentation 

3.1.5.5 those with technical skills to support the use of the information technology being used 

 Ensure the final system will operate correctly on user screens 

 Tasks include 

o Limiting the size of the multimedia product to the total size of CD-ROM 

o Coding of interactive elements of presentation 

o Copy protection and product registration to reduce likelihood of illegal copies being made 

3.2 EXAMPLES OF MULTIMEDIA SYSTEMS 

3.2.1 the major areas of multimedia use, including: 

3.2.1.1 education and training 

 Designed to inform and educate students and trainees 

 Participants are students and teachers 

 Requires good navigational features and a wide array of useful information, which is normally text-based 

3.2.1.2 leisure and entertainment 

 Mainly non-text based information 

 Fast action 
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 Allows the user to explore and discover the content of the multimedia system 

 The system must be built to accommodate for participants with low IT skills 

3.2.1.3 information provision, such as information kiosk 

 Users of the system have specific tasks 

 The system has a specific function 

o E.g. a library catalogue 

 The system provides quick and basic information for users 

o E.g. availability of a book 

 Simple navigation 

 Usually without audio 

3.2.1.4 virtual reality and simulations such as flight simulator 

 Expensive due to the amount of realism required 

 Used to give the user training and experience from the use of the system 

 Uses IT to create a real life situation (virtual reality) 

3.2.1.5 combined areas such as educational games 

 System must be built to accommodate for people with low IT skills 

 Should restrain from textual information as it is required to find a middle ground between education and 

entertainment  

3.2.2 advances in technology which are influencing multimedia development 

3.2.2.1 increased storage capacity allowing multimedia products to be stored at high resolutions 

 CD-ROM improvements 

o More space and faster speeds allow for the implementation of CD-ROMs in multimedia systems as 

they are now capable of supporting content-heavy systems 

 DVD improvements 

o Even more space and fast speeds allow for more content to be stored 

3.2.2.2 improved bandwidth allowing transmission of higher quality multimedia 

 Media is able to be transferred at increasingly fast speeds as internet bandwidth (speeds) increase 

3.2.2.3 improved resolution of capturing devices 

 Improved resolution of capturing devices allow higher quality media to be captured 

3.2.2.4 increases in processing power of CPUs 

 Increased CPU processing power allows media to be rendered more quickly and allows for viewing of higher 

quality media 

3.2.2.5 improved resolution of displays 

 Improved display resolutions allow for the viewing of higher quality media 

3.2.2.6 new codecs for handling compression of media while improving quality 

 New codecs decrease file sizes through compression of media and provide a lower level of data loss in doing 

so, maintaining or increasing the quality of the media output 
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3.3 DISPLAYING IN MULTIMEDIA SYSTEMS 

3.3.1 hardware for creating and displaying multimedia 

3.3.1.1 screens including CRT displays, LCD displays, plasma displays and touch screens 

 Display devices are devices such as screens, monitors and speakers (essentially give an output) 

 CRT (Cathode Ray Tubes) is a visual display type that displays images by firing beams of electrons) inside of 

the phosphorous coated pixels on the glass screen that glows when hit by the beams 

 LCD (Liquid Crystal Display) is a visual display that utilises an array of liquid crystals placed between two 

polarised glass sheets, which direct the light in a certain way to display RGB colours. 

 Plasma display is a visual display that utilises individual gas filled cells for each pixel on the screen and 

requires no backlight 

 Touch Screen Displays are a visual display that allows human interaction by letting them touch the screen 

with a finger or stylus pen 

3.3.1.2 digital projection devices 

 A projector device is a visual display that allows a source of light from its lamp to be reflected on a wall or 

blank screen to produce images and video 

3.3.1.3 speakers, sound systems 

 Speakers are audio display devices that receive digitised sound from a sound card and convert them into 

analogue signals that can be understood by humans 

3.3.1.4 CD, DVD and video tape players 

 CD, DVD and video tape players read stored media data on storage media and require an output device, 

namely a screen or speakers to display them 

3.3.1.5 head-up displays and head-sets 

 HUD (heads up displays) and headset is visual display in the form of glasses where the user sees everything 

projected in 3D or they can be little projectors which reflect their light onto glass 

3.3.2 software for creating and displaying multimedia 

3.3.2.1 presentation software 

 Uses graphics and data/information from other software tools to communicate and make presentations of 

data to others people 

3.3.2.2 software for video processing 

 Video editing software allows videos to be created and edited 

3.3.2.3 authoring software 

 New generation software packages which combine many of the standalone application software products to 

simplify the user’s involvement with creating a multimedia product 

3.3.2.4 animation software 

 Animation software takes the individual images and plays them in rapid succession to show movement 

 They provide the tweening function 

3.3.2.5 web browsers and HTML editors 

 Web browsers are programs that are used to download and display web pages to the user 

 HTML editors are plain text editors that are used to code/create web pages 



Juzan Sholapurwala IPT HSC Notes HSC 2014 

35 
 

3.4 OTHER INFORMATION PROCESSES IN MULTIMEDIA SYSTEMS 

3.4.1 processing: 

3.4.1.1 the integration of text and/or number, audio, image and/or video 

 Interleaving 

o Where data from different sources are stored together on the storage media to reduce retrieval 

delays 

o Increased storage requirements

3.4.1.2 compression and decompression of audio, video and images 

 Lossy or lossless compression 

 Uses CODECs (Compression Decompression) to reduce file sizes 

 Quality may be reduced with lossy compression 

 Processing (decompressing) may take longer with lossless compression 

3.4.1.3 hypermedia –  the linking of different media to one another 

 Hypermedia: The linking of data types 

o Eg. The user clicks a link that opens a popup with a video 

 Hypertext is text that links to other media such as web pages or screens 

3.4.2 organising presentations using different storyboard layouts, including: 

3.4.2.1 linear 

 Sequentially organised 

 

3.4.2.2 hierarchical 

 Top-down design that categorises pages 

 

3.4.2.3 non-linear 

 Allows users to connect from the homepage to a series of linked pages which then further connect to a 

number of other pages 
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3.4.2.4 a combination of these 

 Combines aspects of two or more common types of structures 

 

3.4.3 storing and retrieving: 

3.4.3.1 the different file formats used to store different types of data 

3.4.3.1.1 JPEG, GIF, PNG, and BMP for images 

 BMP – Bitmap 

 JPEG – Joint Photographic Experts Group 

 GIF – Graphics Interchange Format 

 PNG – Portable Network Graphics 

3.4.3.1.2 MPG, Quicktime, AVI and WMV for video and animations 

 AVI – Audio Video Interleave 

 MPEG – Moving Picture Experts Group Video 

 FLV – Flash Video 

 Quicktime 

 WMV – Windows Media Video 

3.4.3.1.3 MP3, Wav, WMA, and MID for audio 

 MP3 – MPEG3 Layered Audio 

 WAV – WAVE Audio 

 MIDI – Musical Instrument Digital Interface 

 AAC – Advanced Audio Coding 

 WMA – Windows Media Audio 
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3.4.3.1.4 SWF for animations 

 SWF – Small Web Format 

3.4.3.2 compression and decompression 

 Compression is used to lower file sizes while stored 

o Lossy or lossless compression makes a difference in the amount of space that will be taken up by the 

file (lossy  less space used, lossless  more space used) 

 Decompression is required to bring the files to a computer readable state 

3.4.4 collecting: 

3.4.4.1 text and numbers in digital format 

 ASCII characters are inputted as a series of “1”s and “0”s through a keyboard 

3.4.4.2 audio, video and images in analog format 

 Light 

 Photocells 

 Record 

3.4.4.3 methods for digitising analog data 

 Analog audio through a microphone 

 Analog video through a video camera or film scanner 

 Analog image through an optical scanner or a camera 

3.5 ISSUES RELATED TO MULTIMEDIA SYSTEMS 

3.5.1 copyright: the acknowledgment of source data and the ease with which digital data can be modified 

 All works which are not the intellectual property of the author should be cited and referenced to the original 

source 

 Data can be very easily copied and modified and it must be made sure that such procedures are allowed 

within the customers rights to use the software 

3.5.2 appropriate use of the Internet and the widespread application of new developments 

 The freedom that is given to users on the Internet is incredibly vast but must be used for the correct 

purposes 

o Illegal activity, such as piracy, child pornography and the selling of illegal substances and objects are 

still illegal on the Internet 

 The development of technology has allowed the internet to become a source of information as well as an 

area for development of new features 

o The internet is now host to cloud storage, online applications and much more 

o It has developed to include new functionality 

3.5.3 the merging of radio, television, communications and the Internet with the increase and improvements in 

digitisation 

 The merging of these services allows greater access for individuals 

o VoIP allows users with internet access to have a phone service even though they may not have a 

phone line 

o Streaming and Video on Demand allows access to television or radio broadcasts via the internet 

3.5.4 the integrity of the original source data in educational and other multimedia systems 

 Content derived from variety of sources makes it difficult to test accuracy 
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 Data integrity is a measure of how correctly and accurately data achieves its purpose 

 If education is the aim, then accuracy of data is vital 

o Integrity is judged on completeness of info and how well it matches other sources 

 If information is the aim (e.g. multimedia kiosk), then integrity judged by ease of use and honesty 

o Accuracy is important, but no need to check with other sources 

 If the aim is entertainment, integrity is judged by speed, reliability, variety 

o The entertainment product must remain enjoyable 

 If the aim is training simulation/VR, integrity is judged by how closely presentation matches reality 

o The simulation must give realistic experience or it is of little value 

3.5.5 current and emerging trends in multimedia systems 

 RSS (Really Simple Syndication) and other online news services 

 Digital Radio 

 3D Television 

 UHD Television 

3.5.5.1 virtual worlds 

 Virtual Augmented Reality (Google Glasses) 

4 INFORMATION SYSTEMS AND DATABASES 

4.1 INFORMATION SYSTEMS  

4.1.1 the characteristics of an information system, namely:  

4.1.1.1 the organisation of data into information 

 The organisation of data into information is essential so that it can be analysed, processed and stored 

 Data in an information system is organised into data structures using such organisational methods such as 

data dictionaries 

4.1.1.2 the analysing of information to give knowledge 

 The purpose of an information system is to present knowledge 

 Information must be analysed to present knowledge to the user 

 Information systems provide a range of tools for the analysis of data, such as tables, queries and reports 

4.1.2 the different types of and purposes for information systems, including systems used to: 

4.1.2.1 process transactions 

 Transaction Processing Systems (TPSs) operate the transactions of an organisation and can be used for 

o Buying goods at a point-of-sale (POS) terminal 

o Processing credit card payments 

o Tracking receipts of materials from suppliers 

4.1.2.2 provide users with information about an organisation 

 Management Information Systems (MISs) provide managers with information about the performance of an 

organisation 

 This involves the production of reports on sales, inventory, payroll, orders and payroll 

o This is used for executives to make decisions based on known details 
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4.1.2.3 help decision-making 

 Decision Support Systems (DSSs) assist people to make decisions by providing information, models and 

analysis tools 

 One example of a DSS is a system that analyses stock market trends and statistics, and helps the user make 

decisions about buying and selling shares based on these details 

 A DSS creates a mathematical model of the variables affecting the decision, using statistical tools, databases, 

spreadsheets and graphics 

 The model allows a user to ask the system what-if questions by changing one or more of the variables and 

seeing the projected results 

 Expert systems are a type of DSS 

4.1.2.4 manage information used within an organisation 

 Office Automation Systems (OASs) operate the functions of an organisation 

 These provide a way to complete office tasks, including communication and the production of documents 

and media 

4.2 DATABASE INFORMATION SYSTEMS  

4.2.1 school databases holding information on teachers, subjects, classrooms and students 

ENVIRONMENT  School community 

 Board of Studies (BoS) and Department of Education & Training (DET) systems 

 School library database 
PURPOSE  To maintain operation of the school 

 To keep records of student and teacher details such as 

 To produce reports and details on the student or teachers results or class results 
to track performance 

 To track payments for fees 

 To store and present contact details when required 
DATA/INFORMATION  Names 

 Date of birth 

 Year group 

 Contact details 

 Subjects taken, times, classes and locations 

 Medical status 

 Borrowed items from library and overdue status 
USERS/PARTICIPANTS  Office staff 

 Library administrators 

 Students 

 Teachers 
INFORMATION 
PROCESSES 

COLLECTING  Roll call (student absentees), book scanning, payment 
collection, mark inputting 

ORGANISING  Data is organised into separate databases after being 
collected (ie. marks, sport, finances etc.) 

STORING & 
RETRIEVING 

 Databases are stored and backed up frequently 

PROCESSING  Creation of report documents and forms (payment 
forms, student reports, class roll lists, etc.) based on 
analysis 

ANALYSING  Analysis of inputted data in databases to produce 
information for reports and forms 
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TRANSMITTING & 
RECEIVING 

 Details are sent to the BoS and DET for approval 
(student details, institute transferrals, marks, etc.) 

DISPLAYING  Participants who perform processing operate 
computers with visual display units (VDUs) 

 Reports and forms are printed on paper 
 

INFORMATION 
TECHNOLOGY 

HARDWARE  Networking devices 

 Computers 

 Peripheral devices 

 Printers 

 Barcode readers 

SOFTWARE  Library catalogue 

 Office network administration system 

 DBMS 

 Spreadsheet software 
 

4.2.2 the Roads and Traffic Authority holding information on automobiles and holders of drivers licences 

ENVIRONMENT  RMS/RTA system 

 Department of Transport 
PURPOSE  To keep track of information of license holders, registered vehicles and manage 

payments and invoices for owners 

 To perform the registration process to add license holders or vehicles into the 
database 

DATA/INFORMATION  Driver details 

 License restrictions 

 DOB 

 License type 

 Demerit points 

 Vehicle details/type 

 License plate 

 Registration 

 Service details 
USERS/PARTICIPANTS  Store clerks (data entry) 

 Administration 

 Police Department Traffic Branch (monitors records and registrations) 
INFORMATION 
PROCESSES 

COLLECTING  Data is collected from registration forms, renewal 
applications, inspection reports and DKT/driving test 
results 

ORGANISING  Data is organised into separate databases for drivers, 
vehicles and finances 

STORING & 
RETRIEVING 

 Data is stored after being organised into databases on 
the RTA system, and is also frequently backed-up 

PROCESSING  Vehicle and license renewal forms are generated and 
printed 

ANALYSING  Data is analysed to produce statistics for human 
interpretation 

TRANSMITTING & 
RECEIVING 

 Data can be transmitted to the police or government 
when requested 

DISPLAYING  VDUs 

 Paper 
 

INFORMATION 
TECHNOLOGY 

HARDWARE  Computers 

 Peripheral devices 

 Printers 
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 Card printers 

 EFTPOS machines 

 Networking devices 
SOFTWARE  DBMS 

 Form generation software 
 

4.2.3 video stores holding information on borrowers and videos 

ENVIRONMENT  Video store system 

 Management offices 
PURPOSE  To keep records of stock of videos 

 To keep records of borrowers and videos that have been borrowed 

 To receive payments for rentals 
DATA/INFORMATION  Customer details 

 Video details 

 Sales figures 
USERS/PARTICIPANTS  Store clerks 

 Store managers 

 Company managers/executives 
INFORMATION 
PROCESSES 

COLLECTING  DVD rentals are collected by the store clerk 

 Borrower details are recorded 
ORGANISING  Data is organised into separate databases for 

customers, stocks and finances 
STORING & 
RETRIEVING 

 Databases are stored and retrieved from a local 
storage site and is also frequently backed-up 

PROCESSING  Records are updated when customers rent or return 
DVDs 

ANALYSING  Reports with statistics on DVD rentals and finances are 
generated by store managers to assist them in making 
decisions 

TRANSMITTING & 
RECEIVING 

 Data is sometimes transmitted to head offices for 
executive decisions 

DISPLAYING  VDU for input screens 

 Paper for customer registration forms 
 

INFORMATION 
TECHNOLOGY 

HARDWARE  Computers 

 Peripheral devices 

 Printers 

 Network devices 

 Barcode scanner 

 EFTPOS machine 
SOFTWARE  DVD cataloguing software 

 DBMS 

 Sales software 
 

4.3 ORGANISATION 

4.3.1 non-computer methods of organising including: 

4.3.1.1 telephone books 

 Alphabetically organised by surname 

 Searching for the record brings up their phone number 

 Difficult to enter details between records 
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4.3.1.2 card based applications 

 Recipe cards are organised based on categories 

o Eg. salads, pastas, etc. 

 Photo albums are organised chronologically (first taken to last taken) 

4.3.2 computer based methods of organising, including: 

4.3.2.1 flat-file systems 

 All data is in a single table 

 Suitable for small applications 

 One database at a time 

4.3.2.2 database management systems 

 A software package that allows users to access and manage a database 

 Data is independent of the DBMS 

 Data is organised into tables, viewed in forms, retrieved using queries and displayed in reports 

 Manipulates the data in many different ways, such as sorting and searching 

 Allows simultaneous management and use of several separate databases 

 Allows relationships between the data in different databases (relational databases) 

o Data can be organised into different databases for each category and can then be linked together 

 Can make flat file and relational databases 

4.3.2.3 hypermedia 

 A combination of media whose locations are linked to provide an easy way to navigate between the 

documents 

o Eg. a web page with links to different media 

 Mainly used on the Internet 

 Not as simple to create as flat file databases 

 Have limited data processing capabilities 

o They are more focussed on organising data for viewing 

 Allows documents to be cross-linked in such a way that the user can move from one document to another by 

clicking on a text link (hyperlink) 

4.3.3 the advantages and disadvantages of computer based and non-computer based organisation methods 

 ADVANTAGES DISADVANTAGES 

COMPUTER 
BASED 

 Faster 

 Data can be automatically 
organised 

 Management is much easier 

 Data can be easily exchanged 
over a network 

 Only accessible electronically 

 Not always portable 

 Training may be required 

 Can be subject to security confidentiality issues 

NON-COMPUTER 
BASED 

 Does not require any power 

 Portable 

 No training required 

 Inflexible layout (eg. cannot be reorganised 
alphabetically when a new record is added) 

 Limited access 
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4.3.4 the logical organisation of flat-file databases, including: 

 

4.3.4.1 files 

 A collection of data on one specific entry in a database and is divided into one or more related fields 

4.3.4.2 records 

 A collection of data about one specific entry in a database and is divided into one or more related fields 

4.3.4.3 fields, key fields 

 A specific category under which data in a record is defined 

 Fields are made up of characters 

 A key field uniquely identifies a record 

 Every record must use the same field as its key field 

4.3.4.4 characters 

 The smallest unit of data 

 Letters, numbers and symbols are used to define entries in fields 

4.3.5 the logical organisation of relational databases, including:  

4.3.5.1 schemas as consisting of: 

 An organised plan of the entire database showing how and where the data is found, as well as descriptions 

of the data and the data’s logical relationships 

4.3.5.1.1 entities 

 A specific article about which an information system contains data on 

o Eg. In a database of students, each student is an entity 

4.3.5.1.2 attributes 

 A defined property of an entity 

 Attributes are the columns in a relationship table shown in list view 

o It is a field copied from a parent database 

4.3.5.1.3 relationships 

 The way in which entities are related to each other 

 The key field is used to link entities in relational databases 

4.3.5.1.3.1 one to one 

 Each record in the first entity is related to exactly one record in the second entity 

o Eg. One teacher to one class 
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4.3.5.1.3.2 one to many 

 Each record in the first entity is related to several records in the second entity 

o Eg. One teacher to many students 

4.3.5.1.3.3 many to many 

 Each record in the first entity relates to many records in the second entity, and each record in the second 

entity is related to many records in the first entity. 

o Eg. Each student studies many subjects and many students study each subject 

4.3.5.2 tables as the implementation of entities consisting of: 

 Information about an entity is displayed as a table 

4.3.5.2.1 attributes 

 Information in a column (field) of the table is the attribute of the entity and represents the field 

4.3.5.2.2 records 

 A row in the table is called a tuple of an entity and represents a record 

4.3.5.3 linking tables using primary and foreign keys 

 Primary key: a field that stores data that uniquely identifies the record 

o Eg. A unique ID number for each record 

 Foreign key: an attribute which is the primary key for another table 

o A foreign key corresponds to the same field name as the other primary key 

 

ArtistID corresponds in a one to many relationship from the Artists table to the Recordings table 

GenreID corresponds in a many to one relationship from the Genre table to the Recordings table 

4.3.5.4 user views for different purposes 

 Table view 

o Presents all records of data 

o Data is in a tabular format 

o Used to view inputted data 

 Form view 

o Each record is displayed separately 

o Commonly used for data input 

 Report view 

o Presents data from one or more records 

o Data is output for printing and other production uses 

4.3.6 data modelling tools for organising databases, including: 

4.3.6.1 data dictionaries to describe the characteristics of data including: 

 Data dictionaries contain metadata (information about the data), describing the contents of each field 
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Field name Data 
type 

Data Format Field 
Size 

Description Example 

User ID Text NNNNNNNN 8 Unique eight digit number represented as 
text 

0001539 

First Name Text   25 First name of employee Bill 

Surname Text   25 Surname of employee Smith 

DOB Date DD/MM/YYY
Y 

10 Date of birth as a short date format 15/07/198
2 

Hourly Pay 
Rate 

Currency #####.## 8 Rate of pay expressed in dollars per hour 34.50 

Height Real #.## 4 Height in metres, with two decimal places 1.58 

Fees Paid Boolean   1 Y or N for Yes or No Y 

4.3.6.1.1 field name 

 The name of each field as it appears in a database 

4.3.6.1.2 data type 

 Describes the type of data in each field 

4.3.6.1.3 data format 

 Describes any special formatting in each field 

o Eg. Time may be formatted as HH:MM:SS 

4.3.6.1.4 field size 

 Describes the maximum characters allowed in a field 

4.3.6.1.5 description 

 A description of the contents in the field 

4.3.6.1.6 example 

 An example of an entry in the given field

4.3.6.2 schematic diagrams that show the relationships between entities 

 Schematic diagrams: graphical tools that are used to describe the database and help in the development of a 

relational database 

 They identify the entities and show the relationships between them 

 They help to identify what data in excluded or included from an entity 
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4.3.6.3 normalising data to reduce data redundancy 

 Normalisation: the process of organizing the fields and tables into a relational database to minimize 

redundancy 

 It is a refinement process and aims to reduce data redundancy by removing repeated fields and grouping 

them as a new record 

 Normalisation results in a database that is more efficient but more complex because data is separated into 

more tables 

 It involves dividing the database into two or more tables and defining relationships between tables 

 The objective is to isolate data so that additions, deletions and modifications of a field can be made in just 

one table and then spread through the entire database via the defined relationships 

o Thus, changes will only need to be made once after normalisation 

4.3.7 the logical organisation of hypermedia, including:  

4.3.7.1 nodes and links 

 A link/hyperlink allows the electronic connection to another document or page 

 The hypertext must specify the location of the information that it points to 

o If the destination is another device on the network, that device is a node 

4.3.7.2 uniform resource locators 

 Uniform resource locator (URL): the address of the file or resource on the internet 

 The main parts of the URL are the:  

o Protocol: the defined method of transfer 

 Protocols identify the format and method of transmission to be used 

 Eg. http:// is the hypertext transfer protocol 

o Domain name: the address of the specific device where the resource is located 

 It is the name for the website on the Internet 

 Eg. facebook.com is the domain name for http://www.facebook.com 

 The domain name can be replaced by the IP address 

o File path: the full path pointing to the location of the file 

 Eg. /profile/11243443.html is the file path of 

http://www.facebook.com/profile/11243443.html 

 The domain name and the file path are separated by a forward slash (/) 

4.3.7.3 metadata such as HTML tags 

 Metadata describes the data 
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 HTML (Hypertext markup language) is a set of special instructions (tags) that indicate how parts of a web 

page are displayed and can be navigated through 

 A tag is an instruction in HTML that identifies what the included data specifies 

 

4.3.8 tools for organising hypermedia, including:  

4.3.8.1 storyboards to represent data organised using hyperlinks 

 A storyboard is a series of frames, each representing a different screen 

 They show the navigation sequence between frames 

4.3.8.2 software that allows text, graphics and sounds to be hyperlinked 

 HTML is most commonly used for linking data on the Internet 

 Software that links data includes:  

o Web page creation software such as FrontPage and Dreamweaver 

 These allow for the creation of web pages without the having to type the HTML tags 

 The required tags are automatically inserted by the software and the generated web pages 

can be viewed in the HTML form or as seen on the web browser 

o Simple text editing applications such as Notepad allow for typing of HTML tags (however text files 

must be saved as HTML files for these to correctly be interpreted) 

 These pages are coded specifically in HTML and thus the user cannot see the actual look of 

the website until viewed in a web browser (no previews) 

4.4 STORAGE AND RETRIEVAL  

4.4.1 database management systems (DBMS) including:  

4.4.1.1 the role of a DBMS in handling access to a database 

 A DBMS allows one or more computer users create and access data in a database 

 It manages requests so that users and programs are free from having to understand where the data is 

physically located on storage media and, in a multi-user system, who else may also be accessing the data 

 DBMS ensures the integrity of the data by making sure it continues to be accessible and is consistently 

organized as intended 

 It also ensures security by making sure only those who have the rights to can access the data 

 A DBMS can be thought of as a file manager that manages data in databases rather than files in file systems 

4.4.1.2 the independence of data from the DBMS 

 A DBMS keeps data separated from all programs that make use of it 
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o This ensures that the data cannot be redefined or reorganized by any of the programs that make use 

of it 

o Data also remains accessible and stable as it cannot be modified and possibly corrupted by the 

applications 

 The consistency of the information makes the overall process of maintaining and databases much easier 

4.4.2 direct and sequential access of data 

 Direct access 

o Sometimes known as machine access or random access, direct access is the ability of a computer to 

locate and retrieve data immediately from a storage device without having to start at the beginning 

and read all information until the requested data is found 

 Eg. A hard drive is capable of directly accessing data 

o Data is stored at consecutive locations in an array 

 Sequential access 

o A data location is found by starting at one place and seeking through every successive location until 

the data is found 

 Eg. A tape drive must access all information before the requested data is retrieved 

o Data is stored at random locations in a linked list 

4.4.3 on-line and off-line storage 

 Online storage 

o Data is stored on the internet 

 Hence, an internet connection is required to access the database 

o Data can be accessed from multiple machines 

o Data can be protected from local hard drive crashes 

o Transmission of data to the internet poses several security issues as data can be intercepted or 

hacked into 

 Offline storage 

o Data is stored locally on tape or optical media 

o Data can be accessed from multiple machines if it is externally stored 

o Data is less susceptible to interception 

o Data needs to be protected from crashes 

 Done by use of backups 

4.4.4 centralised and distributed databases 

 Centralised databases 

o Has all its data in one place 

o Bottlenecks can occur and data availability is not efficient as in distributed databases 

 Distributed databases 

o Has storage devices that are not all attached to a common CPU 

o Data may be stored in multiple computers located in the same physical location, or may be 

dispersed over a network of interconnected computers 

o Can reside on network servers on the Internet, on corporate intranets or extranets, or on other 

company networks 

o The primary advantage of distributed database systems is the ability to share and access data in a 

reliable and efficient manner 
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4.4.5 storage media including:  

4.4.5.1 hard discs 

 A device that is used for storing and retrieving digital data by using one or more rapidly rotating disks coated 

with magnetic material 

 Retains its data even when powered off 

 Data is read in a random (direct) access manner 

 The dominant secondary storage device for general purpose computers 

4.4.5.2 CD-ROMs 

 “Compact Disc Read-Only Memory” 

 A pre-pressed optical compact disc which stores data 

 Computers with a CD-ROM drive can read CD-ROMs, but cannot write on the CD-ROM's which are not 

writable or erasable unless they are empty of data 

 Data is read in direct access 

4.4.5.3 cartridge and tape 

 A cartridge is a reel of magnetic tape in a plastic enclosure 

 Cartridges can include video cassettes and audio cassettes as well 

 Cartridges and tape are largely unused nowadays with the popularity of hard disk drives which have much 

faster loading times 

 Tape uses sequential access to data 

4.4.6 encryption and decryption 

 Database encryption is the process of converting data, within a database, in plain text format into a 

meaningless cipher text by means of a suitable algorithm 

o Data is then stored in an encrypted format that cannot be understood unless it is decrypted 

o Encryption of a database is costly and requires more storage space than the original data 

o The algorithm used to encrypt the data generates a key or multiple keys that are used for decryption 

 Database decryption is converting the meaningless cipher text into the original information using keys 

generated by the encryption algorithms 

4.4.7 backup and security procedures 

 Database backups 

o A database backup creates a duplicate of the data that is in the database when the backup 

completes 

o Backups are usually scheduled at regular intervals 

 Restoring from a backup allows the recreation of (potentially) the entire database in the 

event of data loss 

 The restore process overwrites the existing database or creates the database if it 

does not exist 

 The restored database will match the state of the database at the time the backup 

completed 

 Database security procedures 

o Databases are run on computers, which are vulnerable to attack by viruses, spyware, hackers and 

disgruntled employees 

 It is crucial to maintain physical protection of the computers on which a database runs 

 IT personnel frequently protect database systems in locked rooms and with strong 

passwords to counter physical breaches 

o Encryption scrambles data stored in a database according to a set algorithm, which makes it very 

difficult for hackers to use it 
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 Another form of encryption, TLS (Transport Layer Security) or SSL (Secure Sockets Layer), is 

commonly used by banks and businesses online to secure data in-transit between servers 

and users 

o Access control to a database system prevents unauthorized users from viewing data that they're not 

supposed to see 

 System administrators frequently compartmentalize data and apply restrictions to the 

different compartments to allow or restrict access to some users 

 Users are given different logins to access the database 

o Software and hardware IDS (Intrusion Detection System) tools monitor access to database resources 

and deliver reports on potential malicious traffic to a system 

 These systems mainly detect DoS (Denial of Service) and password guessing attacks 

 If traffic from a particular user is deemed to be harmful to the system, system administrators 

use firewalls and rate limiting systems to limit or block access for that user 

4.4.8 tools for database storage and retrieval, including:  

4.4.8.1 extracting relevant information through searching and sorting a database 

 Searching databases 

o Data in a database can be searched through search engine 

o A search or query filters the database for records that match the search criteria 

 Sorting databases 

o Sorting a database reorganises the order in which records are presented 

o A primary sort is the field that the database is sorted on 

 Records can be sorted in alphabetical, numerical, chronological or other specified order 

4.4.8.2 selecting data from a relational database using Query by Example (QBE) and Structured Query Languages (SQL) 

commands, including:  

4.4.8.2.1 select 

 The SELECT statement is used to select data from a database 

 The result is stored in a result table, called the result-set 

SELECT column_name,column_name; 

 Eg. 

SELECT lastName,Age; 

4.4.8.2.2 from 

 The FROM statement is required in all SELECT statements where data is being retrieved from other tables 

 It specifies the table from which the SELECT statement acts on 

SELECT column_name,column_name 

FROM table_name; 

 Eg. 

SELECT lastName,Age 
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FROM Customers; 

4.4.8.2.3 where 

 The WHERE clause is used to extract only those records that fulfil a specified criterion 

SELECT column_name,column_name 

FROM table_name 

WHERE column_name operator value; 

 Eg. 

SELECT lastName,Age 

FROM Customers 

WHERE ID > 89; 

4.4.8.2.4 order by 

 The ORDER BY keyword is used to sort the result-set by one or more columns 

 The ORDER BY keyword sorts the records in ascending order by default 

o The DESC keyword sorts in descending order 

SELECT column_name,column_name 

FROM table_name 

WHERE column_name operator value 

ORDER BY column_name,column_name ASC|DESC; 

 Eg. 

SELECT lastName,Age 

FROM Customers 

WHERE ID > 89 

ORDER BY Country 

 Or 

SELECT lastName,Age 

FROM Customers 

WHERE ID > 89 
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ORDER BY Country DESC 

4.4.9 tools for hypermedia search and retrieval, including: 

4.4.9.1 free text searching 

 Searches through a database based on the specified search terms and stores the ID of each record that 

satisfies the criteria 

 After the entire database or specified area has been fully searched, a summary of all records that satisfy the 

criteria is displayed 

4.4.9.2 operation of a search engine 

4.4.9.2.1 indexing and search robots 

 Search robots 

o Through links, automated robots called crawlers, or spiders can reach the many interconnected 

documents and records of the internet 

 Indexing 

o Once the engines find these documents and records, they next store selected pieces to be recalled 

later when needed for a search query 

4.4.9.2.2 metadata 

 Metadata is data that describes other data 

 Metadata summarizes basic information about data, which can make finding and working with particular 

instances of data easier 

 Having the ability to filter through metadata makes it easier for search engines to operate 

4.4.10 reporting on data found in hypermedia systems 

 Reports are usually generated in HTML view 

 Can be viewed in a web browser, saved (if viewed online) or printed 

4.5 OTHER INFORMATION PROCESSES FOR DATABASE INFORMATION SYSTEMS  

4.5.1 displaying  

4.5.1.1 reporting on relevant information held in a database 

 Information is presented in a report for a specific purpose 

o These may include mailing labels or invoices 

 Before creating a report, the user selects the required records using a query language and decides which 

fields need to be displayed 

 A report commonly includes 

o Report header: appears once at the beginning at the report 

 Contains: logo, report title and date 

o Page header: contains title, column headings and other information at the top of every page 

o Details: displays most of the critical information 

o Page footer: date, page number and other information at the bottom of every page 

o Report footer: appears once at the end of a report and includes report totals 

4.5.1.2 constructing different views of a database for different purposes 

 Constructing different views of a database for different purposes 

o Eg. Form view is used to enter and edit data 

o Eg. Table view gives an overall view of data in the table 
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o Eg. report view gives a summary of selected data in a saveable and printable format 

4.6 ISSUES RELATED TO INFORMATION SYSTEMS AND DATABASES  

4.6.1 acknowledgment of data sources 

 Informal sources: conversations, observations 

 Formal sources: report, book, official document 

 Commonwealth Copyright Act 1968 

o A law that prohibits copying original work 

o A specific portion can be used for educational purposes 

 Works must be cited and permission from authors must be obtained 

4.6.2 the Freedom of Information Act 

 Individuals have the right to know what data about them is being kept within government and non-

government databases 

o Commonwealth Freedom of Information Act 1982 

o New South Wales Freedom of Information Act 1989 

 An individual can request a change if the data is incorrect, however the acts do not cover this 

4.6.3 privacy principles 

 Individuals have the right to control the access of their personal data 

o Private data that is shared must be kept confidential and only used for the purpose specified by the 

individual/user 

 Linking of databases can expose private information 

 Laws are designed to set the standards by which all organisations must follow when dealing with personal 

information to maintain their legal and ethical status 

o Commonwealth Privacy Act 1988 

o New South Wales Privacy and Personal Information Act 1998 

o Health Records and Information Privacy Act 2002 

4.6.4 quality of data 

 Data must be of relevant and must accurately suit the needs of the system 

o Allows the fulfilment of the requirements of the applications that use the data and the needs of the 

users 

4.6.5 accuracy of data and the reliability of data sources 

 Data integrity: the accuracy and the reliability of the data 

o The integrity of the data controls how useful it really is 

 To maintain data integrity 

o Data must be protected from theft and unauthorised modification 

o Data must be free of corruptions 

o Data must be updated regularly 

o User mistakes and system malfunctions must be minimized 

 Data validation: the process of checking the entry of data using software to ensure it is of correct format 

and more accurate than data that is not validated 

o Range check: used to check that data satisfies a small condition of values 

 Eg. DD/MM/YYYY – for the MM column, the only numbers allowed would be from 01 12 

o List check: data is compared to a set of accepted data 

 Eg. NSW will be compared to a list of states to be validated 

 ‘SMF’ would not be validated and thus unaccepted by the system 

o Type check: checks whether the data is of the correct format 
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 Eg. If the field is a numeric field, only numbers will be accepted 

 ‘A’ would not be validated and thus unaccepted by the system 

o Check digit: digits calculated form a code number and then added to the end to that number as an 

extra digit 

 Eg. Barcodes may add the number 4 at the end to say that it has been checked 

 Not to be confused with checksums 

o Cross-checking: Data is re-entered and checked to minimise mistakes in the collecting process 

 Eg. Passwords are inputted into a password field a second time to ensure that the user has 

not made a mistake in inputting the password in the first field 

 Entering ‘car123’ in one field and ‘cra123’ in another will not be validated and thus 

unaccepted by the system 

  Data in both fields must be exactly the same to proceed 

 Data verification: the process of checking that the data collected and stored in the database is always 

correct 

o Data is verified from its source 

o Eg. Change of address forms are used to update address details when users move locations 

 Data bias: the way data is captured, manipulated and interpreted 

o Machine devices collect data with less bias 

o The process of data manipulation and collection can also be biased 

4.6.6 access to data, ownership and control of data 

 Access is limited to authorised personnel to prevent data from being accessible by those by those who are 

not authorised and secures it from threats including stealing, alteration and destruction 

4.6.7 data matching to cross link data across multiple databases 

 Data matching refers to the task of finding records in a data set that refer to the same entity across different 

databases 

 It is necessary when joining data sets based on entities that may or may not share a common identifier or 

key due to differences in databases 

 Datasets that have undergone data matching are referred to as cross-linked 

4.6.8 current and emerging trends in the organisation, processing, storage and retrieval of data 

4.6.8.1 data warehousing and data mining 

 Data warehouse: combination of many different databases across an entire enterprise 

o Data warehouses store raw data which is collected electronically from several sources 

o Raw data may be available for sale to other parties 

 Data mining: the process of searching through data and trying to match any patterns 

o Eg. Customers with common interest in a customer database 

o Can lead to specialised advertising targeted at an individual 

4.6.8.2 Online Analytical Processing (OLAP) and Online Transaction Processing (OLTP) 

 Online Analytical Processing (OLAP): a technology that is used to organize large business databases and 

support business intelligence 

o It enables a user to easily and selectively extract and view data from different points of view 

o Provides statistics to corporations for assistance in decision making 

o Used for data warehouse reporting, finding relationships and data mining 

o Capability of complex calculations, trend analysis and data modelling 

o OLAP data is stored in a multidimensional database 

 A multidimensional database considers each data attribute as a separate "dimension." 

 OLAP software can locate the intersection of dimensions 
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 Online Transaction Processing (OLTP): a class of software programs capable of supporting transaction-

oriented applications on the Internet 

o OLTP systems are used for order entry, financial transactions, customer relationship management 

and retail sales 

o OLTP systems have a large number of users who conduct short transactions 

o Database queries in OLTP systems are usually very simple and require sub-second response times as 

they return relatively few records 

o OLTP systems are often decentralised to maintain concurrency and limit the chances of errors due to 

single points of failure (SPOFs) 

5 TRANSACTION PROCESSING SYSTEMS 

5.1 CHARACTERISTICS OF TRANSACTION PROCESSING SYSTEMS 

5.1.1 a transaction –  a series of events important to an organisation that involve a request, an acknowledgement, an 

action and an outcome 

 A Transaction Processing System (TPS) is a type of information system that collects, stores, modifies and 

retrieves the data transactions of an enterprise 

o A typical transaction involves a request, an acknowledgement, an action and an outcome 

5.1.2 the components of a transaction processing system, including: 

5.1.2.1 purpose 

 The overall aim of the TPS 

 Eg. The purpose of an ATM system is to allow withdrawals and check account balances 

5.1.2.2 data 

 Raw facts used by the system for the transaction to occur 

 Eg. An ATM collects bank and credit card details as raw data 

5.1.2.3 information technology 

 Hardware and software required for the system to function 

 Eg. An ATM requires security software, card reading software, a VDU, pinpad and a card reader 

5.1.2.4 processes 

 Processes generate or modify data for the result of the transaction 

 Eg. An ATM processes a payment 

5.1.2.5 participants 

 Participants are those involved in the operation of the system 

 Eg. Customers are participants of an ATM system as they carry out the information processes 

5.1.3 batch transaction processing – the collection and storage of data for processing at a scheduled time or when 

there is sufficient data 

 Batch transaction processing involves collection and storage of data as a batch 

o The batch is then processed later at a scheduled time or when there a set amount of data is 

collected and stored 

o Transactions are stored until it is convenient to process 

 Batch processing does not always require human operators 

 Errors in batch processing halt the entire batch process 
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o The error will result in the entire batch having to be re-processed 

 Batch processing requires exclusive access over files 

 Sorting transaction data is expensive and time consuming 

 Transactions may be invalidated or outdated by the time they are processed if they have to wait too long 

5.1.4 real time transaction processing – the immediate processing of data 

 Real-time transaction processing is the immediate processing of data, providing immediate confirmation of a 

transaction 

 Concurrency is an issue, where no two users should be able to change the same data simultaneously 

o Eg. Two travel agents cannot sell the same ticket at the same time as only one customer can use it 

 Atomicity ensures that all steps involved in a transaction are completed successfully as a group 

o If any step fails no other should be completed 

o Eg. In a bank transfer, if the withdrawal succeeds then the transfer must also succeed, otherwise the 

entire transaction is abandoned 

 Real-time transaction processing reflects the current situation as there is no time-lapse 

 Real-time processing is expensive, with hardware and software required to cope with the needs of the 

systems costing more than that required for batch processing 

 Real-time processing usually requires a human operator 

5.1.5 the significance of data validation in transaction processing 

 Data validation involves checking of data as it is entered into a system 

 Data validation is essential to prevent the acceptance of invalid data, which can produce false results by the 

system, and is aided by: 

o Restricting characters in fields 

o Type checks: Restricting data types 

o Range checks: Restricting the range of accepted values 

o Imposing conditions 

o List checks: Looking up set values in a list 

5.1.6 the historical significance of transaction processing as the first type of information systems 

 TPSS were used during the 1950s 

o UNIVAC was the first TPS computer system, built between 1943 and 1946 

 These formed the basis for further development of TPSs 

 Manual transaction systems operate without the use of machines, and are generally slower, more complex 

and have a greater chance of error 

 Computerisation of transaction systems benefits in terms of speed, ease of use and error-prevention 

5.2 TYPES OF TRANSACTION PROCESSING SYSTEMS 

5.2.1 web-based 

 Web-based TPSs are connected to the Internet, where users and participants can access the system and 

make transactions over the internet 

 Eg. PayPal and eBay 

5.2.2 non web-based 

 Non web-based TPSs are not connected to the Internet, but may be connected to a network varying in size, 

where transactions can be made when connected to the network 

 Eg. A library cataloguing/borrowing system 
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5.2.3 on-line real time 

 Real time transaction systems attempt to guarantee an appropriate resulting transaction quickly enough to 

affect the conditions that caused the transaction instantaneously 

 The master file stores the results of transactions and is updated as transactions happen 

 Real Time Processing Requires 

o Transaction - processes immediately as soon its received 

o Instant confirmation - that transaction has been completed 

o Online database for immediately processing a transaction 

 Involves 

o Network terminals - users place request 

o Specialised computers - deal with requests 

o Many clients at a time 

 To be effective, has two characteristics 

o Concurrency 

o Atomicity 

Examples of on-line real time TPSS 

Reservation Systems 

 Accessed by members of organization 

 Used in: 

o Travel Agencies 

o Hotels 

o Clubs 

 Upkeep required 

 Able to process in real time - immediate response 

o I.e. check seats on flight 

 Must be able to: 

o Answer customer enquiries as to service availability 

o Activate the reservation on the customers arrivals 

o Confirm / Cancel / Place reservation 

Point of Sale (PoS) Systems 

 Used by retailers - enable customers to make purchases without cash 

 The sale amount is calculated and entered into the PoS terminal 

o This amount is the transaction amount 

 The TPS performs security checks 

 Devices are usually connected to: 

o Modem so the system can communicate with other systems to confirm payment 

o Cash register 

o Barcode scanner 

Library Loans 

 Members are issued with cards 

 Cards are barcoded with IDs 

 Borrowed items – marked as “loan” 

 Borrowed for period of time and then marked “overdue” 

5.2.4 batch 

 Batch transaction processing systems queue transactions for later processing as a group, or batch 

 The master file is updated periodically, after a batch is processed 
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o The transaction file contains all changes that need to be made to the master file 

Examples of Batch TPSS 

Cheque Clearance 

 Written promise to pay, however cheques are not cleared until done so by the recipient 

 Funds are not transferred until cheques are cleared 

 Cheques are cleared in batch by the bank 

Invoice Generation 

 Generated in batches 

 Eg. Electric and water bills are generated monthly and sent to customers 

5.2.5 systems that appear real time, responding as the transactions occur, but where the actual updating is batch 

processed, such as credit card transactions 

 Systems produce a result immediately as a real-time system would but do not carry out the transaction 

processing until later, in a batch 

 These systems function as if they were in real-time to the user but are really batch systems 

Example: Credit Card Transactions 

 Transactions are processed in batch but appear real-time as cash is provided or goods are paid for 

immediately 

 All payments must be made to banks in a monthly batch (the bill) 

5.3 STORING AND RETRIEVING IN TRANSACTION PROCESSING SYSTEMS 

5.3.1 storage of digital data in databases and files 

 A database is an organised collection of data and can exist in various forms 

o Hierarchical: A series of levels with a top down structure 

o Network: A series of nodes connected by branches 

o Relational: Uses related tables to build relationships between data 

 A file is a block of data which, in databases, is divided into related records, fields and characters 

o Master File: contains information about an organisation’s business situation 

 Stores the operational database and transaction data 

o Transaction File: collection of transaction records 

 Data in this file is used to update master file 

 Also serves as historical audit trails 

o Report File: contains data that has been formatted for presentation to a user 

o Work File: temporary file used during processing 

o Program File: contains instructions for processing of data created from high-level programming 

languages 

5.3.2 retrieval of stored data to conduct further transaction processing such as printing invoices 

 Electronic storage is widely used and supports hyperlinks for useability 

 Data can be stored for further transaction processing 

 Eg. PayPal stores bank data to process more transactions as customers continue to make purchases 

5.3.3 systems to store paper records of transactions 

 Manual file systems store transaction records and information in print form 

 This makes it difficult to further process transactions 

o Cannot be searched or edited 
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o Takes up physical space 

5.3.4 data backup and recovery, including: 

5.3.4.1 grandfather, father, son 

 Grandfather, father, son stores 3 backups 

 Each backup has a custom retention period 

o “father” backups are retained longer than “son” backups 

5.3.4.2 off-site storage 

 Offsite storage refers to data being backed up in a geographic location that is isolated from the main system 

 This includes cloud and network backups 

5.3.4.3 secure on-site storage 

 On-site storage refers to data being backed up in the same geographic location of the main system 

 It is required to be extra secure and poses greater risks as a physical disaster that affects the main system 

will likely also affect the backup system 

5.3.4.4 full and partial backups 

Full Backups 

 Full backups are an identical copy of the entire system 

 They can take very long to create, especially if the system is large in size 

Partial Backups 

Differential Backups 

 Changes in files that have been altered or modified since the last full backup are backed up 

 New files are not accounted for 

Incremental Backups 

 New files and changes in previously backed up files are backed up 

 Most efficient method of backup 

5.3.4.5 recovery testing 

 Recovery testing is the process of testing a backup by simulating the restoring process in a temporary 

directory 

 A backwards recovery undoes unwanted changes 

 A forwards recovery re-processes all transactions up until the point of failure 

5.3.4.6 suitable media 

 Backups can exist on various types of media, including CD/DVD, magnetic drives, floppy disks and tape drives 

 Suitable backup media must be chosen, based on the size of the backups and speeds required for the backup 

process 

5.3.4.7 specialised backup software 

 Specialised backup software simplifies backup by automating the process and providing greater control over 

backups by: 

o Combining full and partial backup procedures 

o Providing backups of selected files 

o Selecting files for backup by date/size/type 

o Providing optimal compression 

o Providing unattended backup 
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o Scheduling backups 

o Encrypting backups 

o Logging backups 

5.3.4.8 transaction logs 

 Transaction logs record a list of events that have occurred 

 They provide details such as data values, time of transaction and terminal number 

5.3.4.9 documenting backup and recovery procedures 

 Documenting backup and recovery procedures provides a simplified backup and recovery process 

 Backup details can be specified for easier backing up of data 

 Recovery details can be specified for faster data recovery  less system downtime 

5.3.4.10 mirroring 

 A mirror backup is identical to a full backup 

 Restoring a mirror image effectively restores the entire system to its state at the time of backup 

5.3.4.11 rollback 

 A rollback backup is the reverting of partially created changes when a database transaction is determined to 

have failed 

 Rolling back effectively undoes a recent action 

5.3.5 updating in batch systems: 

5.3.5.1 historical significance 

 Batch processing is commonly associated with mainframe computing, and has been around since the 1950s 

 It was popular as it reduced system uptime 

o Systems were expensive to keep running 

 Most computer-related jobs only required batch processing, such as accounting and billing 

5.3.5.2 limitations of batch processing 

 Batch systems have a time delay between providing an input and receiving an output from the transaction 

o Transactions may be invalidated or outdated by the time they are processed if they have to wait too 

long 

 Failures in batch processing one transaction can affect the entire batch 

 It requires exclusive access over files 

5.3.5.3 technology required 

 Requires less processing power as processing does not occur all the time 

 May require more memory for the transaction file 

 High volume batch processing may put heavier demands on a system (may be more feasible to run a real-

time system in such scenarios) 

5.3.5.4 steps in a batch update 

 Data for the processing is collected and stored sequentially in the transaction file 

 A matching key field is created in the master file 

 A batch of unprocessed transactions is processed at a certain time 

o At this point in time, the master file is updated based on details present in the transaction file 

5.3.5.5 suitable applications 

 Batch processing is suitable when a result isn’t required immediately 

 It is suitable for low cost and low power systems 
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Examples of Suitable Applications of Batch Processing 

See 5.2.4 

5.3.6 updating in on-line real time systems: 

5.3.6.1 relevance and impact 

 Systems that require an immediate response due to rapidly changing environments are not suited to batch 

processing systems 

o Real-time systems provide this capability 

 Batch processing is sometimes slow when there is a large volume of data to be processed, and as such real-

time systems provide a more efficient method of processing transactions 

 Real-time systems are online and able to process transactions instantaneously, broadening the capabilities 

of TPSS beyond those of batch systems 

5.3.6.2 technology required 

 Real-time systems are required to always be running and functional, and therefore need to have a greater 

technological capacity than batch systems 

 They involve: 

o Networked terminals where users can place requests 

o Specialised computers to deal with requests 

o Many client machines capable of providing a means of transaction at one time 

5.3.6.3 hardware requirements – large secondary storage 

 Real-time systems, being always running, require larger secondary storage units to store transaction data 

 They also require processing hardware that can deal with multiple transactions taking place simultaneously 

5.3.6.4 software requirements (on-line database) with user friendly interface 

 Real-time systems provide an interface to users for the collection of transaction data 

o These users may not be completely familiar with technology and thus the interface for a real-time 

system is required to be as user friendly as possible 

 Database systems need to be on-line at all times to provide access for users to make transactions 

5.3.6.5 steps in on-line real time processing 

 Users place requests on client terminals, supplying data for collection to be used in the transaction 

 Specialised computers instantly deal with the requests and process transactions 

o The DBMS simultaneously updates the transactions database 

 The user is given confirmation of success of the transaction or a notice of its failure as the transaction has 

been processed 

5.3.6.6 suitable applications 

 Systems that require to respond to stimuli instantaneously due to changing environments require real-time 

processed solutions 

 High-volume batch processing can put unnecessarily high demands on a system 

o This increases processing time 

o It is sometimes more wise to implement a real-time system in such scenarios 
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5.4 OTHER INFORMATION PROCESSES IN TRANSACTION PROCESSING SYSTEMS 

5.4.1 collecting in transaction processing: 

5.4.1.1 hardware 

5.4.1.1.1 Automatic Teller Machines (ATM) 

 Used in banking terminals that perform common banking transactions, such as withdrawals 

 ATM machines can be broken down into separate hardware items, including screens, card readers, etc. 

5.4.1.1.2 barcode readers 

 Used extensively in retail industries, especially to identify products at the point of sale 

 Commonly use lasers to read barcodes 

5.4.1.1.3 Radio Frequency Identification (RFID) tags 

 Allows objects to be identified 

 Radio transmitters send a signal to the tag, and the tag responds with the data it carries to identify itself 

5.4.1.2 collection from forms 

 A form is a document used to collect data from a person 

 They can exist in various forms: 

o Print media (on paper) 

 Paper forms are filled out by users and batch processed at a convenient time 

o Digitally (on screen, including web-based forms) 

 Digital forms are filled out by users and allow viewing, modifying and entering of data in 

real-time 

 Web-based forms are typically used when users purchase products over the internet 

5.4.1.3 screen design for on-line data collection 

 Digital forms are required to have good design principles and support methods of data validation 

 They should employ list boxes and other means of validating data, as well as a clean user interface to reduce 

errors 

 Data is usually processed in real-time, and thus needs to have accurate responses to prevent unnecessary re-

processing 

5.4.1.4 web forms for transaction processing (real time and batch) 

 Web forms allow for the collection of data for transactions to be processed, such as items to be purchased, 

delivery address and method of payment 

o The data from a web form may be processed immediately (real-time processing) or at a later time in 

a group of web forms (batch processing) 

o The responses from a web form become data in the fields of a database 

5.4.2 analysing data, in which output from transaction processing is input to different types of information systems, 

such as: 

5.4.2.1 decision support 

 Decision Support Systems (DSSs) assist in making decisions based on previously known facts 

o Data mining in DSSs finds relationships and patterns of data in a database 

 The results of transactions can be used by businesses to assist in making decisions 

 Data mining allows information to be obtained that can allow organisations to make more informed 

decisions 
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5.4.2.2 management information systems 

 Management Information Systems (MISs) provide information for managers of an organisation, including 

basic facts about the performance of the organisation 

o Some common examples of MIS output are reports on sales, stock inventory, payroll, orders and 

budgets 

 They can provide various types of reports based on transaction data, including 

o Scheduled reports that are provided on a regular basis to mid-level and low-level managers 

o Forecasting reports that make predictions about business trends for high-level managers 

o On-demand reports that are generated on request for a specific need for high-level managers 

o Exception reports that are used to alert about unexpected or unfavourable situations to mid-level 

managers 

5.4.2.3 data warehousing systems (for data mining) 

 Data warehousing systems store transaction data for data mining 

o As itself, the warehouse is just a large dataset which is made use of by a data mining application 

 Data mining analyses and interrogates the data warehouse to deliver information on previously unknown 

trends, relationships, and connections based on transaction data 

5.4.2.4 enterprise systems 

 Enterprise Systems (ESs) support business processes, information flows, reporting, and data analysis 

 They are used in conjunction with data mining of transaction data 

5.5 ISSUES RELATED TO TRANSACTION PROCESSING SYSTEMS 

5.5.1 changing nature of work and the effect on participants, including: 

5.5.1.1 the automation of jobs once performed by clerks 

 Automation of jobs refers to the use of IT to replace humans in jobs 

o Eg. POS terminals have replaced many tasks in manual transaction processing, such as memorising 

prices of products 

 The loss of jobs in one sector is often replaced by a growth of jobs in another sector 

o Namely the IT industry as more staff are required to maintain a greater amount of IT 

5.5.1.2 shifting of workload from clerks to members of the public 

 People from the environment have now become participants in some system as they directly interface with 

the TPS and carry out the information processes 

 More opportunities are being created in the IT industry to create this user interface 

 Results in fewer jobs for participants 

o Eg. ATMs replace bank tellers 

5.5.2 the need for alternative procedures to deal with transactions when the TPS is not available 

 Many organisations rely heavily on TPSs to process their transactions 

o Non-computer procedures are required to deal with transactions in real-time when the TPS is not 

available 

o Eg. if a library loan system crashes, the librarian needs to have a manual system to allow users to 

continue borrowing books 

 When the system is back online, the librarian also needs a procedure to enter the 

transactions completed by non-computer procedure 
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5.5.3 bias in data collection: 

5.5.3.1 when establishing the system and deciding what data to collect 

 Data to be collected should not be biased or skewed to a particular result or direction 

5.5.3.2 when collecting data 

 Data collection can be biased to a certain group, demographic, geographic location, etc. 

o Data should be collected from varying sources rather than focussing on one area 

5.5.4 the importance of data in transaction processing, including: 

5.5.4.1 data security 

 Protection against accidental or deliberate damage, including: 

o Corruption of data 

o Destruction of hardware 

o Deletion of data 

 Data security can be enforced through: 

o Passwords 

o Firewalls 

o Encryption 

o Antivirus/Antimalware 

o Physical security 

5.5.4.2 data integrity 

 Data integrity is the reliability of data, involving accuracy, currency and relevance of data 

 It is enforced through ACID properties 

ACID Properties 

Atomicity 

 Atomicity refers to indivisibility and irreducibility of data 

 In transactions, database operations must all occur, or not occur at all 

 This prevents transactions being performed partially, which can be a greater issue than rejecting the entire 

transaction 

Consistency 

 Consistency ensures that changes to values in an instance are consistent with changes to other values in the 

same instance 

 This allows transactions to remain valid through maintaining data integrity as inconsistent changes are 

prevented 

Isolation 

 Isolation is the independence of separate transactions from each other in a transaction processing system 

 It requires that multiple transactions occurring simultaneously do not impact each other during execution 

Durability 

 Durability ensures that transactions processed are not lost and survive permanently, regardless of the state 

of the system 

 It is ensured through the use of backups and logs that can restore functional transaction data in the event of 

a disaster 

5.5.4.3 data quality 

 Data quality determines the useability of data for making decisions 
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 For data to be of high quality, it must be: 

o Complete – all relevant data is linked together 

o Accurate –data errors like misspellings, typos, and random abbreviations have been reduced 

o Available –data is accessible on demand and users do not need to search manually for the 

information 

o Timely – current information is readily available to support decisions 

5.5.5 control in transaction processing and the implications it has for participants in the system 

 Control of transaction processing is the act of influencing or directing activities in relation to the transaction 

o Control measures need to be in place to ensure errors and problems do not occur 

o It starts with collecting and includes the way the TPS manipulates the data and the way errors are 

corrected 

o Data preparation and authorisation create the transaction data that will be entered into the TPS 

 Actions are made to ensure that the data generated by system is factual and a true representation of the 

situation 

 Data preparation and authorisation create transaction data that will be used by the TPS 

o Even though strict precautions are taken with data preparation and authorisation, results from a TPS 

are not always correct 

 Management sometimes create false transaction data to promote their careers 

 Organisations should not become completely dependent on a TPS as they need to maintain control over 

their organisations operations 

5.5.6 current and emerging trends in transaction processing 

5.5.6.1 data warehousing and data mining 

 A data warehouse maintains a copy of information from the transaction systems 

o Without being mined, the warehouse is almost useless as it is essentially a large volume of 

transaction data 

 Data mining is the computational process of discovering patterns in large data sets 

o It interrogates the data warehouse, storing transaction details, to discover previously unknown 

trends and relationships 

o It extracts useful data from the data warehouse and transforms it into a useable structure for later 

use 

5.5.6.2 Online Analytical Processing (OLAP) and Online Transaction Processing (OLTP) 

 Online Analytical Processing (OLAP) is characterized by a relatively low volume of transactions 

o Queries are often very complex and involve aggregations 

o For OLAP systems, response time is an effectiveness measure 

o OLAP is used for batch systems or real-time systems with slowly changing environments 

 Online Transaction Processing (OLTP) is characterized by a large number of short on-line transactions 

(INSERT, UPDATE, DELETE) 

o OLTP systems emphasize very fast query processing and maintaining data integrity in multi-access 

environments 

o For OLTP systems, effectiveness is measured by the number of transactions per second 

o OLTP databases contain detailed and current data 

o OLTP is used for real-time systems with rapidly changing environments 


